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POSTAGE  METER  FRAUD 


WEDNESDAY,  NOVEMBER  10,  1993 

House  of  Representatives, 

Subcommittee  on  Postal  Operations  and  Services, 

Committee  on  Post  Office  and  Civil  Service, 

Washington,  DC. 

The  subcommittee  met,  pursuant  to  call,  at  11:10  a.m.,  in  room 
304,  Cannon  House  Office  Building,  Hon.  Barbara-Rose  Collins 
(chair  of  the  subcommittee)  presiding. 

Members  present:  Representative  Collins. 

Miss  Collins.  The  Subcommittee  on  Postal  Operations  and  Serv- 
ices, hearing  on  postage  meter  fraud,  will  now  come  to  order. 

Postmaster  General,  it  is  really  a  pleasure  to  see  you  here  this 
morning. 

Mr.  Runyon.  Thank  you. 

Miss  Collins.  Thank  you  all  for  joining  us  today.  The  hearing 
this  morning  will  focus  on  the  announcement  by  Postmaster  Gen- 
eral Runyon,  that  the  Postal  Service  is  losing  $100  million  annu- 
ally to  postage  meter  tampering  fraud. 

There  are  approximately  1.4  million  postage  meters  in  service 
throughout  the  country.  These  devices,  which  should  be  tamper 
proof,  are  licensed  by  the  Postal  Service  and  manufactured  pri- 
marily by  the  four  companies  who  were  invited  to  be  here  today. 

Since  postage  meters  generate  40  percent,  about  $18  billion,  of 
the  Postal  Service's  $48  billion  annual  revenues,  the  Postal  Service, 
while  addressing  the  need  to  accommodate  postal  customers,  must 
ensure  the  safeguard  and  protection  of  those  revenues. 

However,  there  are  numerous  questions  that  must  be  addressed. 
Hopefully,  today,  with  the  assistance  of  the  Postmaster  General 
and  the  postage  meter  manufacturers,  we  will  be  able  to  ade- 
quately identify  the  causes  for  these  massive  losses  and  determine 
the  appropriate  solutions  to  eliminate  this  costly  offense  against 
the  U.S.  Postal  Service  and,  ultimately,  the  taxpayers. 

Postage  meter  tampering  must  be  stopped.  We  in  Congress,  and 
especially  this  subcommittee,  intend  to  see  that  it  does.  I  really 
look  forward  to  your  testimony. 

First,  would  you  like  to  introduce  yourselves? 

STATEMENT  OF  MARVIN  RUNYON,  POSTMASTER  GENERAL 

Mr.  Runyon.  Yes,  I  would. 

Madam  Chairman,  I  have  with  me  three  officers  of  the  Postal 
Service:  Mary  Elcano,  who  is  our  general  counsel;  Pam  Gibert  is 
our  Acting  Vice  President  of  Technology  Applications;  and  Ken 
Hunter  is  the  Chief  Postal  Inspector. 

(l) 


We  are  pleased  to  be  here  today  to  discuss  the  problem  of  post- 
age meter  fraud  and  our  efforts  to  protect  the  Postal  Service  and 
its  customers  from  revenue  loss. 

The  money  that  the  American  people  spend  to  communicate  by 
mail  is  an  important  investment  for  them,  and  it  represents  hard- 
earned  income  for  us.  We  are  committed  to  preventing  fraud  and 
theft,  and  making  sure  that  everyone  pays  their  fair  share. 

We  have  a  comprehensive  revenue  protection  program  in  place, 
and  on  another  occasion  I  would  be  pleased  to  discuss  it  with  you, 
too.  But  the  subject  of  today's  hearing  is  metered  postage  fraud. 
And  that  type  of  revenue  loss  is  our  first  area  of  concern. 

Let  me  start  by  giving  you  a  quick  general  overview  of  the  part 
that  postage  meters  play  in  the  mailing  industry. 

Postage  meters  have  grown  in  popularity  since  they  were  first  in- 
troduced in  1920.  Some  1.3  million  meters  are  currently  licensed 
and  in  use  by  our  customers.  Last  year,  mailers  used  meters  to  pay 
$18  billion  in  postage,  almost  38  percent  of  our  nearly  $47  billion 
in  total  revenue.  Approximately  one-third  of  the  mail  we  carry 
bears  a  postage  meter  imprint. 

Meters  provide  a  very  convenient  way  for  business  mailers  to 
affix  postage,  and  they  have  become  an  integral  part  of  modern 
mail  preparation  systems.  Some  are  capable  of  printing  postage  in 
fractions,  allowing  customers  to  take  advantage  of  even  the  small- 
est postage  discount  in  exchange  for  saving  us  work  by  addressing 
and  sorting  the  mail  in  special  ways. 

Through  the  years,  criminals  have  found  ways  to  tamper  with 
postage  meters  and  cheat  us  out  of  postage.  To  minimize  this 
threat,  postal  regulations  require  that  we  inspect  and  verify  me- 
tered mail  each  quarter  and  that  meter  manufacturers  inspect  each 
of  their  leased  meters  twice  a  year. 

In  addition,  each  time  a  meter  is  set  by  the  Postal  Service,  our 
employees  keep  an  eye  out  for  evidence  of  tampering.  Working  to- 
gether with  meter  manufacturers,  we  have  responded  to  each  new 
type  of  tampering  by  adding  mechanical  safeguards  to  the  ma- 
chines. 

However,  in  the  past  few  years,  we  have  become  increasingly 
concerned  about  the  integrity  of  metered  postage.  The  convenience 
and  value  of  postage  meters  is  being  compromised  by  the  costs  to 
all  postal  customers  from  tampering  and  counterfeiting,  and  those 
costs  are  growing. 

We  undertook  an  extensive  study  of  metered  postage  security 
and  issued  a  report  in  1992.  At  the  time  the  Postal  Inspection 
Service  was  conducting  29  investigations  of  metered  postage.  In  the 
five  largest  cases  it  prosecuted  between  1987  and  1990,  the  Postal 
Service  suffered  losses  of  more  than  $23  million. 

From  the  study,  we  came  to  the  following  conclusions: 

With  increased  postage  rates  and  a  growing  number  of  postage 
meters,  the  incentive  and  opportunity  to  commit  fraud  has  in- 
creased. 

Meter  technology  has  not  changed  appreciably  over  the  years,  al- 
though technology  or  what  would  appear  to  be  more  secure  meters 
has  been  developed. 

Postal  Service  management  of  metered  mail  can  be  improved. 


Traditional  meter  security  procedures  have  become  less  effective 
and  means  of  counterfeiting  meter  imprints  have  improved  signifi- 
cantly. 

The  study  showed  us  that  we  were  more  vulnerable  to  meter 
tampering  than  before,  particularly  to  the  growing  number  of  me- 
ters that  have  been  reported  by  the  manufacturers  to  be  lost  or  sto- 
len. These  meters  are  no  longer  respected  by  the  manufacturers 
and,  through  illegal  tampering,  can  be  converted  into  free  postage 
printing  machines. 

The  study  also  pointed  out  that  Postal  Service  accounting  proce- 
dures aren't  equipped  to  tell  us  how  much  metered  postage  revenue 
we  may  be  losing.  Like  losses  in  the  retail  industry  to  shoplifting 
and  other  types  of  theft,  we  can  add  up  the  actual  losses  found  dur- 
ing the  investigations,  and  we  can  roughly  estimate  the  maximum 
amount  of  potential  loss;  but  neither  is  an  accurate  means  of  deter- 
mining actual  loss. 

In  September,  I  told  reporters  that  we  may  be  losing  $100  mil- 
lion or  more  each  year.  That  is  only  an  estimate.  The  actual  impact 
may  be  more,  or  it  may  be  less. 

This  January,  we  learned  of  a  new  type  of  physical  tampering 
which,  unlike  previous  methods,  doesn't  leave  noticeable  signs.  We 
estimate  that  the  mailer,  in  one  case  involving  the  new  tampering 
method,  cheated  us  out  of  approximately  $5  million  over  a  2-year 
period.  In  a  second  confirmed  case,  we  estimate  that  the  mailer 
stole  more  than  $600,000  in  free  postage  over  6  months.  Other 
cases  are  now  under  investigation. 

The  growing  problem  of  tampering  and  counterfeiting  was 
reaffirmed  in  May  when  the  Chief  Postal  Inspector  asked  several 
major  mailer  associations  to  help  identify  ways  the  Postal  Service 
could  be  cheated  out  of  revenue.  The  mailers  identified  meter  fraud 
as  their  first  concern,  and  pointed  out  several  potential  methods. 

I  am  sure  you  will  understand  my  reluctance  to  discuss  publicly 
ways  to  cheat  the  Postal  Service.  However,  we  would  be  pleased  to 
give  the  members  of  the  committee  a  private  briefing  on  this  sub- 
ject if  you  would  like  to  have  that. 

Meter  fraud  is  clearly  a  problem  for  the  Postal  Service  and  its 
customers,  and  we  are  committed  to  solving  it.  With  input  from 
customers,  we  have  identified  the  primary  ways  some  people  are 
cheating  the  system.  We  are  working  to  catch  the  criminals  and 
prosecute  them  to  the  fullest  extent  of  the  law.  With  the  help  of 
postage  meter  manufacturers,  we  are  taking  actions  to  stem  the 
losses  and  ensure  that  everyone  pays  for  their  postage. 

Earlier  this  year,  we  formed  a  management  action  team  com- 
prised of  all  appropriate  vice  presidents.  They  have  been  working 
to  implement  an  action  plan  for  dealing  with  these  problems.  A 
number  of  meetings  and  discussions  have  been  held  with  the  meter 
manufacturers,  and  they  too  are  working  on  action  items. 

Bill  Dowling,  our  Vice  President  for  Engineering,  along  with  our 
crime  laboratory,  has  conducted  tests  to  identify  the  postage  meters 
that  are  vulnerable  to  tampering.  They  are  working  with  the  man- 
ufacturers on  ways  to  retrofit  these  machines  with  security  devices. 

Mr.  Dowling  is  also  looking  at  technology  that  would  scan  and 
validate  meter  imprints.  Such  computer  equipment  may  provide  a 
long-term  solution,  but  that  is  still  years  away. 


Pam  Gibert  has  created  an  inventory  of  the  1.3  million  licensed 
postage  meters.  Working  with  Carnegie-Mellon  University's  School 
of  Computer  Science,  she  is  studying  postage  meter  technology  and 
working  to  develop  new,  more  sophisticated  security  measures  for 
the  next  generation  of  meters.  These  include  new  security  seals 
and  electronic  keys,  special  encryption  coding  to  prevent  counter- 
feiting and  a  shutdown  mechanism  that  will  prevent  lost  or  stolen 
meters  from  being  used  illegally. 

Of  the  meters  that  can  be  tampered  with  in  the  new  way,  Ms. 
Gibert  and  her  staff  have  identified  about  4,000  high  speed,  high 
volume  meters  that  represent  the  greatest  risk.  Working  with  the 
manufacturers,  she  has  developed  a  plan  to  first  retrofit  these 
high-risk  meters  with  devices  which  will  deter  tampering  and  then 
focus  on  the  other  vulnerable  meters.  This  retrofitting  plan  is  now 
under  way. 

Effective  in  January  1995,  the  Postal  Service  will  no  longer  cer- 
tify one  of  the  older  types  of  meters  that  is  particularly  vulnerable 
to  physical  tampering.  In  the  interim,  these  meters  will  be  modified 
to  prevent  the  new  form  of  tampering. 

Mike  Riley,  our  chief  financial  officer,  is  working  on  a  national 
computerized  meter  accounting  and  tracking  system,  a  database 
which  will  contain  information  on  every  postage  meter  and  analyze 
trends  in  usage  to  target  possible  abuse.  We  conducted  pilot  testing 
of  this  system  last  week  and  plan  to  implement  it  nationally  by  the 
end  of  1994. 

Ms.  Gibert  and  Mary  Elcano  our  general  counsel  are  taking  a 
hard  look  at  the  regulations  we  have  developed  over  the  years  to 
regulate  postage  meters.  In  the  near  future,  we  will  be  proposing 
significant  changes  in  these  procedures  to  tighten  control  over  me- 
ters and  to  increase  revenue  security.  The  meter  manufacturers 
have  indicated  their  willingness  to  work  with  us  in  a  regulatory  re- 
form. 

The  Inspection  Service  has  launched  a  3-year  effort  to  develop 
new  investigative  techniques  for  meter  fraud.  Chief  Inspector  Ken 
Hunter  has  already  conducted  specialized  training  for  inspectors 
throughout  the  country.  Two  cases  involving  the  new  tampering 
method  and  2  counterfeiting  cases  are  about  to  be  prosecuted,  and 
about  40  cases  are  under  investigation. 

Our  inspectors  are  also  working  to  find  and  recover  lost  or  stolen 
meters.  We  have  created  a  database  containing  the  serial  numbers 
of  these  meters,  and  inspectors  throughout  the  country  are  compar- 
ing metered  mail  and  postage  meter  records  with  that  information. 
I  believe  their  efforts  have  served  as  a  strong  deterrent  to  theft. 

Finally,  in  September,  we  announced  our  revenue  protection  pro- 
gram for  metered  postage.  We  also  raised  the  reward  we  offer  for 
information  leading  to  the  arrest  and  conviction  of  the  people  who 
are  cheating  us  out  of  metered  postage  revenues,  increasing  it  from 
$10,000  to  up  to  $50,000. 

I  hope  that  that  gives  you  some  insights  into  the  problem  of 
meter  fraud  and  the  high  points  of  our  efforts  to  protect  postal  rev- 
enue. While  we  can't  say  with  certainty  how  much  we  are  losing, 
it  is  clear  that  the  Postal  Service  and  its  customers  are  being 
cheated  out  of  substantial  metered  postage  revenue.  If  we  are  going 


to  have  postage  meters  at  all,  they  have  got  to  be  secure.  We  are 
taking  steps  to  see  that  they  are. 

We  think  we  know  the  ways  in  which  we  are  being  cheated.  Our 
engineering  and  technical  people  are  working  with  experts  and  the 
meter  manufacturers  to  make  postage  meters  more  secure.  The 
Postal  Inspection  Service  is  working  to  catch  the  cheaters.  And  we 
will  do  all  we  can  to  ensure  that  meters  provide  a  safe,  accountable 
means  of  paying  postage. 

That  concludes  my  remarks  this  morning,  Madame  Chairman. 
We  would  be  glad  to  take  questions. 

Miss  Collins.  All  right.  I  have  several  questions  from  the  chair- 
man of  the  full  committee  that  I  will  ask  you  first. 

His  first  question  is:  At  your  September  news  conference  in  New 
York,  you  discussed  this  problem  of  meter  fraud  and  you  stated 
that  the  loss  to  the  Postal  Service  could  have  been  $100  million 
last  year. 

Was  the  loss  to  the  Postal  Service  of  the  new  way  to  tamper  with 
postage  meters  $100  million  last  year?  What  is  the  estimate  of  loss 
for  this  new  type  of  tampering? 

In  the  two  cases  of  this  new  meter  tampering,  which  the  inspec- 
tion service  is  investigating,  how  much  postage  was  lost  last  year? 

Mr.  Runyon.  The  new  way  of  tampering  we  discovered  in  Janu- 
ary. 

Miss  Collins.  In  1993? 

Mr.  Runyon.  1993,  yes.  And  that  is  what  started  this  infamous 
thing  and  made  us  realize  that  we  needed  to  make  this  public.  We 
needed  to  get  to  the  people  who  are  using  the  meters  to  make  sure 
they  understood  this  was  not  to  be  tolerated.  And  we  tried  to  esti- 
mate as  best  we  could  what  that  would  amount  to.  We  estimated 
that  it  would  be  $100  million  or  more. 

Miss  Collins.  Just  from  that  new  method. 

Mr.  RUNYON.  From  the  methods  that  we  discovered.  Now,  there 
are  several  ways 

Miss  Collins.  From  the  tampering  with  the  postage  meters? 

Mr.  Runyon.  Well,  that  is  part  of  it.  Tampering  is  part  of  it. 

Miss  Collins.  The  $100  million  is  from  the  tampering  you  think 
or  all 

Mr.  RUNYON.  Well,  there  is  counterfeiting  also.  And  then  there 
is  lost  and  stolen  meters,  that  is  going  on.  So  all  of  those  things 
contribute  to  the  loss  of  postal  revenue. 

Miss  Collins.  So  that  is  a  combined  number? 

Mr.  Runyon.  Yes. 

Miss  Collins.  Do  you  know  how  much  from  the  new  method  of 
tampering? 

Mr.  Runyon.  That  would  be  difficult  for  me  to  say.  I  don't  know 
if  any  of  my  colleagues  would  have  any  way  to  estimate  that.  But 
we  don't  have  documents  that  say,  you  know,  they  did  this,  they 
did  this,  they  did  this. 

Miss  Collins.  I  know  you  are  estimating. 

Mr.  Runyon.  It  is  a  difficult  thing  to  do. 

Miss  Collins.  Okay.  Well,  his  second  question  is:  What  are  the 
specific  causes  of  the  $100  million  per  year  estimate:  How  much 
from  tampered  meters?  How  much  from  stolen  meters?  How  much 
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from  counterfeit?  And  you  are  saying  you  can't  really  break  it 
down;  you  have  an  overall  figure? 

Mr.  Runyon.  This  is  an  estimate  based  on  the  cases  that  we 
have  seen  and  the  cases  that  we  are  investigating. 

Miss  Collins.  Mr.  Riggs  of  Pitney  Bowes  testified  that  the  num- 
ber of  instances  of  postage  meter  fraud  appears  to  be  very  small. 
I  assume  you  disagree  with  $100  million  being  very  small? 

Mr.  Runyon.  It  depends  on  what  you  are  comparing  it  to.  You 
know,  1,000,  based  on  1.3  million  might  be  considered  small  by 
some  people.  I  would  consider  it  huge. 

Now,  as  I  say,  we  are  investigating  40  cases  now  which  I  con- 
sider very  large.  If  we  had  40  cases — if — if  we  had  40  cases  of  $5 
million  loss,  that  wouldn't  be  very  good. 

Miss  Collins.  Well,  I  wouldn't  think  so  either.  And  this  company 
that  you  are  investigating  now  with  the  $5  million  of  fraud  over 
the  last  2  years,  many  businesses  would  love  to  have  $5  million 
profit. 

Mr.  Runyon.  Yes. 

Miss  Collins.  For  2  years.  I  am  amazed  at  the  criminal  mind. 
Since  I  have  begun  chairing  this  committee,  and  we  have  gone  into 
mail  fraud,  mostly  to  the  consumers,  it  seems  as  though  they  will 
always  be  several  steps  ahead  of  us.  And  it  makes  me  wonder 
about  the  super  criminal  mind. 

May  I  ask  some  questions  of  your  vice  president? 

Mr.  Runyon.  Sure. 

Miss  COLLINS.  These  vice  presidents,  now — is  there  a  president? 

Mr.  Runyon.  No,  there  isn't.  There  is  a  chief  executive  officer. 

Miss  Collins.  OK. 

Mr.  Runyon.  And  a  chairman  of  the  board. 

Miss  Collins.  All  right. 

Ms.  Gibert,  you  think  you  found  a  way  to,  through  technology, 
stop  some  of  the  meter  tampering  from  the  old  meters? 

Ms.  Gibert.  We  are  developing,  through  the  use  of  some  experts 
from  Carnegie-Mellon,  a  definition  of  a  tamper-proof  meter. 

Now,  I  don't  think  it  is  possible  to  have  an  absolutely  tamper- 
proof  anything,  because,  as  you  say,  the  criminal  mind — there  are 
criminals  out  there  who  have  the  technology  expertise  similar  to 
what  we  have  inside  the  Postal  Service. 

But  we  are  building  some  operational  definitions  of  a  tamper- 
proof  meter.  You  can't  just  look  at  the  physical  meter  itself.  You 
must  look  at  all  of  the  ways  in  which  that  meter  is  used,  the  ad- 
ministrative procedures  through  which  we  are  licensing,  how  that 
meter  is  secured  with  seals.  And  so  we  are  looking  at — everything 
on  the  table  in  terms  of  the  meter  design  and  how  it  is  licensed 
to  the  customer  and  how  it  is  secured  and  the  record  keeping  that 
we  do. 

And  so,  through  the  Carnegie-Mellon  contract,  we  are  examining 
every  meter  that  is  on  the  market  today  and  looking  for  ways  they 
can  be  broken  into.  And  we  are  developing  an  operational  defini- 
tion. 

Miss  Collins.  Are  you  optimistic? 

Ms.  Gibert.  We  are  optimistic,  yes.  But  it  will  require  the  use 
of  some  new  technology  that  is  not  currently  being  used. 


Miss  Collins.  It  is  developed,  but  not  being  used  yet,  is  that  cor- 
rect? 

Ms.  GlBERT.  Correct.  We  have  to  remember  that  of  the  1.3  mil- 
lion meters,  many  of  them  are  located  in  extremely  small  busi- 
nesses. Very  few  letters  get  metered  each  day  by  these  meters.  And 
so  we  need  to  look  at  doing  a  risk  assessment  of  where  the  opportu- 
nities for  fraud  is  the  greatest  and  work  on  those  first. 

Miss  Collins.  Most  meters  are  located  in  businesses. 

Ms.  GlBERT.  That  is  correct. 

Miss  Collins.  And  not  mailing  businesses,  but  say  small  to  me- 
dium businesses. 

Ms.  GlBERT.  Businesses  for  whom  mail  is  incidental,  yes. 

Miss  Collins.  Can  you  give  me  some  idea  of  the  size  of  the  me- 
ters, how  large  they  are  or  how  much  they  weigh? 

Ms.  GlBERT.  It  varies  with  the  models.  And  I  think  some  of  your 
manufacturers  can  tell  you  what  the  ranges  are  of  their  various 
models.  But  some  of  them  are  relatively  small. 

Miss  Collins.  Like  desktop.  Are  those  the  ones  that  are  pri- 
marily stolen,  do  you  know?  Reported  stolen? 

Ms.  GlBERT.  The  lost  and  stolen  meters  run  the  gamut  of  all  the 
various  models.  One  of  the  things  that  we  have  discovered  in  look- 
ing at  this  is,  often  the  customer  does  not  realize  that  the  meter 
doesn't  belong  to  that  business,  and  it  will  get  sold  at  an  auction 
or  sold  with  the  business.  And  so  some  of  the 

Miss  Collins.  Who  does  the  meter  belong  to? 

Ms.  GlBERT.  The  meter  belongs  to  the  meter  manufacturers. 
They  are  leased  to  the  customers.  So  the  four  companies  that  are 
represented  here  today  among  the  meter  manufacturers  own  all  of 
the  meters  that  are  in  use  across  the  country. 

Miss  Collins.  That  is  a  question  I  will  have  to  ask  the  manufac- 
turers. 

You  are  going  to  change  the  old  meters,  Mr.  Runyon,  by  1995, 
require  that  the  meters  are  upgraded  to  the  newer,  more  tamper- 
proof  meters. 

Why  so  late?  Why  1995? 

Mr.  RUNYON.  I  would  like  to  ask  Pam  to  answer  that  from  a  tech- 
nical standpoint. 

Ms.  GlBERT.  The  1995  date,  I  believe  you  are  referring  to,  is  the 
date  beyond  which  one  particular  model,  which  we  have  found  to 
be  particularly  susceptible,  will  no  longer  be  an  approved  model  for 
use. 

The  1995  date  refers  specifically  to  that  model.  I  believe  that  is 
the  date  that  you  referred  to. 

Miss  Collins.  Why  not  February  1994? 

Ms.  GlBERT.  Well,  as  we  speak,  those  machines  that  are  cur- 
rently in  operation  are  being  modified  to  prevent  the  form  of  tam- 
pering that  we  have  discovered. 

And  so  between  now  and  the  time  that  they  will  be  decertified, 
those  that  remain  in  operation  will  have  been  modified  by  the  end 
of  this  calendar  year,  all  of  that  particular  model  will  have  been 
modified. 

Miss  Collins.  By  the  end  of  1993? 
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Ms.  Gibert.  Of  this  calendar  year,  that  is  correct,  those  that  are 
in  operation.  Others  are  being  removed  from  service  and  replaced 
with  more  upgraded  models. 

Miss  Collins.  Have  you  had  cooperation  from  the  manufacturers 
in  requiring  these  changes? 

Ms.  Gibert.  Yes,  we  have.  The  manufacturers  for  whom  we  have 
discovered  the  tampering  methods  have  been  cooperative  in  up- 
grading their  meter  base  with  the  new  tamper-proof  methods. 

Miss  Collins.  Can  you  give  me  the  procedure  for  leasing,  or  au- 
thorization, to  manufacture  postage  meters? 

Ms.  Gibert.  Yes.  In  order  to  become  a  manufacturer,  you  need 
to  have  demonstrated  the  ability  to  service  the  customers,  to  per- 
form the  inspections  on  a  regular  basis;  you  need  to  have  a  meter 
that  passes  our  tests  at  the  engineering  and  Inspection  Service  lab- 
oratories; you  need  to  have  a  sound  financial  basis  for  being  in 
business;  and  there  are  several  relationships  between  the  meter 
manufacturers  and  the  Postal  Service  that  include  review  of  the  op- 
eration of  the  meters  themselves. 

Miss  Collins.  I  read  in  Mr.  Runyon's  statement  that  the  meters 
are  inspected  twice  a  year  by  the  Postal  Service,  I  believe,  and 
quarterly  by  the  manufacturer,  is  it? 

Ms.  Gibert.  No.  The  meters  are  to  be  inspected  four  times  a 
year.  Now,  we  are  looking  at  that  frequency. 

Miss  Collins.  By  whom,  though? 

Ms.  Gibert.  Two  by  the  Postal  Service,  two  by  the  meter  manu- 
facturers. Most  of  the  meters  we  are  going  to  see  more  than  twice 
a  year  anyway,  because  we  are  setting  them  for  postage. 

Miss  Collins.  Do  they  bring  them  in  for  that? 

Ms.  Gibert.  It  can  be  both.  We  have  a  spectrum  of  size  of  cus- 
tomers. Some  of  the  meter-setting  is  actually  taking  place  on  the 
premises  of  the  customer,  and  some  of  the  meters  are  brought  into 
postal  retail  applications. 

Mr.  RUNYON.  The  new  technology  that  is  in  use  in  some  places 
allows  the  user  to  call  and  have  postage  added  to  the  machine  tele- 
phonically. 

Ms.  Gibert.  Electronically. 

Miss  Collins.  Are  those  the  new  electronic  meters? 

Mr.  Runyon.  Yes. 

Ms.  Gibert.  That  provide  for  remote  meter  setting.  As  a  matter 
of  fact,  those  are  growing  rather  rapidly  because  they  are  so  much 
more  convenient  for  customers. 

Miss  Collins.  You  do  that? 

Ms.  Gibert.  We  set  the  procedures  for — the  manufacturer  has 
the  money;  they  set  the  meter  from  their  location,  and  then  the 
money  is  transferred  to  the  Postal  Service. 

Miss  Collins.  Wait  a  minute. 

Ms.  Gibert.  The  customer 

Miss  Collins.  The  customer  pays  the  manufacturer  when  they 
lease  the  machine? 

Ms.  GlBERT.  For  remote  meter  setting,  we  have  an  arrangement 
that  allows  the  customer  to  pay — the  manufacturer  has  a  trust  ac- 
count and  pays  us  for  the  settings  that  they  do  for  each  of  the  indi- 
vidual customers. 


The  records  are  much  better  on  electronically  set  meters  than 
they  are  on  the  manual. 

But  back  to  your  question  about  the  four  times  a  year  inspec- 
tions. The  Postal  Service  is  to  physically  inspect  the  meters  twice 
a  year,  and  the  manufacturers  are  to  physically  inspect  them  twice 
a  year,  as  I  mentioned. 

Most  of  them  we  see  more  frequently  than  that.  The  physical  in- 
spection is  to  cover  a  variety  of  looking  at  the  meter  to  see  if  it  has 
been  tampered  with. 

The  thing  that  was  so  troublesome  with  the  news  that  we  got 
with  this  new  method  in  January,  it  is  not  easily  discernible  with 
the  naked  eye.  So  that  is  what  has  created  the  level  of  concern,  be- 
cause these  four  times  a  year  inspections 

Miss  Collins.  Would  not  discern  that? 

Ms.  GlBERT.  You  wouldn't  be  able  to  tell  with  the  naked  eye.  And 
that  level  of  concern  was  raised  considerably  when  we  got  that 
news. 

Miss  Collins.  Would  you  be  able  to  discern  it  if  you  knew  there 
was  tampering? 

Ms.  GlBERT.  I  believe— I  don't  think  that  there  is  any  physical 
mark  left. 

Miss  Collins.  There  are  no  marks  left.  OK. 

Mr.  Hunter.  It  could  be  difficult  to  do  with  the  naked  eye.  With 
a  careful  examination  in  the  manufacturer's  plant  or  a  laboratory, 
in  some  cases  you  could. 

Miss  Collins.  Do  the  meter-tampering  cases  that  you  are  in- 
volved with  now  involve  both  mechanical  and  electronic  meters? 

Mr.  Hunter.  They  do.  And,  as  the  Postmaster  General  indicated, 
another  whole  area  is  counterfeiting;  so  as  we  focus  so  much  on 
making  the  device  tamper  proof,  we  have  to  remember  we  have  to 
make  the  system  tamper-proof,  because  for  those  who  counterfeit, 
that  is  independent  of  the  device. 

Miss  Collins.  You  know,  when  you  speak  of  counterfeiting,  I  am 
thinking  of  the  counterfeit  money  that  the  Treasury  agents  can't 
keep  up  with,  especially,  you  know,  with  the  new  machines,  dupli- 
cating machines;  and  money  has  all  of  the  different  colors  in  the 
paper  to  help  set  that  apart  and  postage  meters  don't. 

Mr.  Hunter.  You  are  right. 

Ms.  Gibert.  That  is  one  of  the  things  that  we  are  looking  at  in 
terms  of  variable  printing  techniques  so  that  we— you  are  correct- 
that  they  do  not  change  from  one  impression  to  the  next.  We  are 
looking  at  some  alternatives  that  would  take  the  same  techniques 
under  advisement. 

Miss  Collins.  Are  you  able  to— I  don't  know  if  it  is  techno- 
logically possible — to  have  meters  that  are  like  a  hologram,  what 
they  are  using  in  the  charge  cards  now,  you  know,  there  is  a  holo- 
graphic emblem  so  that  you  can't  defraud  the  credit  card. 

Do  you  know  what  I  am  speaking  of,  those  of  you  who  shop? 

Mr.  RUNYON.  I  noticed  that  hologram  on  my  card,  and  I  don't 
know  what  it  does. 
Miss  Collins.  Well,  it  is  a  security  device. 
Mr.  Runyon.  OK. 
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Mr.  Hunter.  We  do  a  lot  with  the  credit  card  industry  in  terms 
of  credit  card  fraud,  and  I  would  love  sometime  to  share  more  of 
that  with  you  in  a  hearing. 

We  are  looking  at  some  ways  to  use  technology  to  make  the  sys- 
tem less  vulnerable  to  all  means,  tampering,  lost  and  stolen,  and 
counterfeiting,  by  being  able  to  use  the  technology  that  currently 
looks  for  bar  codes  and  addresses  to  indicate  something  that  would 
look  for  proper  payment  of  postage.  And  that  is  something  that 
could  be  technical  enough  and  could  vary  enough  that  it  would  be 
much  more  difficult  for  a  counterfeiter  to  keep  up  with  the  tech- 
nology. 

You  are  right.  Today  it  is  very  easy.  There  is  nothing  special 
about  the  paper;  there  is  not  very  much  special  about  the  ink  and 
the  design  is  very  simple. 

Miss  Collins.  Why  don't  you  look  into  the  hologram. 

Ms.  GlBERT.  I  made  a  note. 

Miss  Collins.  OK.  You  know  what  I  am  thinking,  that  if  it  was 
on  every — I  am  going  to  ask  the  manufacturers  that  too.  If  it  was 
on  every  manufactured  machine  in  a  place  that  could  not  be  re- 
moved and  every  time  a  postage  was — a  piece  of  mail  was  metered, 
you  know,  that  little  hologram  would  appear,  it  would  be  much 
easier  to  trace  it,  I  think.  But  anyway,  would  you  let  me  know  next 
year? 

Ms.  GlBERT.  The  services  we  are  getting  from  Carnegie-Mellon 
are  looking  at  the  broad  spectrum  of  postage  meters  and  their  ap- 
plication in  the  mail  stream,  and  so  we  will  pass  that  one  on  to 
them  as  well. 

Miss  Collins.  Have  you  ever  revoked  a  manufacturer's  author- 
ization to  manufacture  meters?  Have  you  ever  had  to  do  that? 

Ms.  GlBERT.  Not  that  I  am  aware  of. 

Miss  Collins.  They  have  been  very  cooperative.  I  mean  there 
would  be  no  reason. 

Mr.  Runyon.  They  certainly  have  been  very  cooperative  in  this 
particular  case.  I  haven't  had  that  much  experience  with  them,  but 
I  am  very  pleased  with  the  level  of  cooperation  we  have  gotten  on 
this  particular  case. 

Miss  Collins.  I  guess  that  is  about  it.  I  have  a  lot  of  questions, 
but  I  don't  think  I  need  to  ask  you. 

Have  your  offering  of  rewards  been  helpful?  Have  you  had  a  re- 
sponse to  that. 

Mr.  Runyon.  I  would  like  to  ask  our  Chief  Inspector  to  answer 
that  specifically. 

Mr.  Hunter.  Since  just  the  initial  announcement,  we  have  had 
10  tips  as  a  result  of  the  announcement.  And,  remember,  it  is 
something  that  grows  like  a  snowball.  And  as  the  word  gets  out, 
as  we  work  to  put  them  out  in  managed  facilities  and  as  the  trade 
journals  pick  up  on  it  and  more  people  become  aware — it  takes 
time  for  it  to  get  down  to  the  people  who  have  had  the  best  chance 
of  knowing  that  something  is  going  on. 

So  we  are  pleased  with  the  results  to  date. 

Ms.  GlBERT.  The  manufacturers  are  cooperating  with  us  in  put- 
ting stickers  on  each  machine  with  the  number. 

Miss  Collins.  With  the  reward? 
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Ms.  Gibert.  With  the  telephone  number  to  report  the  use  of  this 
machine  improperly. 

Miss  Collins.  Very  good. 

Mary  Elcano,  just  so  you  won't  feel  left  out,  would  you  say  that 
the  people  in  the  company  doing  the  tampering,  doing  the  fraud 
would  be  high  up? 

I  know  who  gets  the  benefit  from  the  crime,  but  do  you  think 
that  the  high-up  people  in  the  company  actually  do  the  physical 
tampering?  Or  do  you  think  it  filters  down  to  a  clerk  or,  you  know, 
someone  underneath  the  boss? 

Ms.  Elcano.  Congresswoman  Collins,  I  didn't  feel  left  out;  and, 
unfortunately,  that  is  a  question  I  really  don't  know  the  answer  to. 
I  think  the  Chief  Inspector  might  be  able  to  answer  that  better 
than  I. 

Miss  Collins.  Do  you  know? 

Mr.  Hunter.  Yes.  Normally,  the  higher-ups  are  aware;  some- 
times they  are  not;  sometimes  you  can  have  an  employee  at  a  lower 
level  in  the  company  that  is  doing  it  and  has  found  a  way  to  con- 
vert what  they  are  doing  to  cash.  It  could  be  a  bribe  or  a  kickback 
from  a  mailer,  or  other  ways  to  convert  it  to  cash. 

Often,  when  the  higher-ups  know,  it  is  not  as  if  everyone  in  the 
company  knows.  But  a  big  company  may  have  multiple  meters,  26 
meters,  in  a  mail  house,  for  example,  as  in  one  of  the  cases  we  are 
working  on.  They  may  have  a  trusted  employee  that  is  engaged  in 
illegal  activity  that  they  run  some  of  this  at  night  when  the  rest 
of  the  employees  are  gone.  So  they  may  not  even  know  that  this 
is  happening. 

So  it  could  be  a  small  group  within  the  company.  Frequently  for 
the  larger  amounts,  someone  higher  in  the  company  is  aware. 

Miss  Collins.  But  I  wondered  if  they  physically  tampered  with 
the  equipment,  the  higher-ups. 

Mr.  Hunter.  Sometimes  they 

Miss  Collins.  Usually  they  have  somebody  they  trust  beneath 
them? 

Mr.  Hunter.  Usually  they  do,  yes,  out  there  on  the  workroom 
floor.  Because  you  tamper,  you  do  it,  and  then  you  untamper. 

Miss  Collins.  Yes.  You  report  the  inspection. 

Mr.  Hunter.  Exactly. 

Miss  Collins.  Are  the  inspections  random,  or  are  they  set? 

Mr.  Hunter.  I  am  not  sure. 

Do  you  know? 

Ms.  Gibert.  I  think  that  varies. 

One  thing  I  neglected  to  mention  is  that  we  are  examining  also 
the  frequency  with  which  meters  should  be  inspected.  We  have 
looked  at  those  in  high-risk  locations  or  those  that  operate  on  a 
high  speed  to  be  inspected  more  frequently  and  in  a  surprise  fash- 
ion, and  those  that  sit  in  a  doctor's  office  for  just  occasional  use, 
perhaps  don't  need  to  be  looked  at  as  frequently,  and  so  that  we 
could  do  some  risk  analysis  here. 

Miss  Collins.  I  see. 

Ms.  Gibert.  But  the  notion  is  not  to  schedule  an  inspection. 

Miss  Collins.  But  do  they  schedule  them  now? 

Ms.  Gibert.  I  believe  some  are.  But  remember  that  these  ma- 
chines are  being  set.  The  postage  is  being  set  by  a  postal  person 


12 

at  that  point  of  the  setting,  when  they  are  bringing  the  machine 
to  the  post  office. 

Miss  Collins.  Some  are,  though? 

Ms.  GlBERT.  Yes.  The  customer  knows  that  that  machine  is  going 
to  be  inspected  when  it  is  brought  into  the  post  office. 

Miss  Collins.  But  somehow  electronically  set? 

Ms.  GlBERT.  That  is  correct. 

Mr.  Hunter.  As  we  develop  the  new  investigative  techniques,  in- 
stead of  just  the  law  enforcement  approach  of  waiting  for  com- 
plaints to  come  and  investigating  those,  our  new  techniques  do  in- 
clude using  computers  for  risk  analysis  and  surprise  inspections 
where  it  is  appropriate. 

In  fact,  frequently  we  do  operate  on  a  surprise  basis  as  the  in- 
spection service  as  opposed  to  the  regular  checking  of  the  meters 
by  the  manufacturer  and  the  postal  employees. 

Miss  Collins.  So  your  people  inspect  also  or  where  you  have 
some  suspicion? 

Mr.  Hunter.  Exactly. 

Miss  Collins.  Do  you  need  a  search  warrant  or  anything  to  do 
that? 

Mr.  Hunter.  We  frequently  use  a  search  warrant,  yes.  We  need 
to  protect  the  rights  of  the  individual,  their  legal  rights;  and  so  we 
are  very  careful  to  do  that  in  terms  of  using  a  search  warrant  if 
that  is  what  it  calls  for. 

Miss  Collins.  A  machine  that  is  not  accessible  for  inspection  at 
any  time? 

Mr.  Hunter.  There  are  ways  that  we  can  inspect  machines  that 
do  not  require  search  warrants.  There  are  times  when  in  the  inves- 
tigation we  have  enough  information  that  you  not  only  want  to 
check  it,  you  want  to  keep  it  and  you  want  to  keep  other  things; 
and  that  is  where  the  protection  of  a  search  warrant  provides  a 
legal  right  to  do  that. 

Miss  Collins.  To  confiscate? 

Mr.  Hunter.  Exactly.  The  machine  and  the  mail  that  has  been 
produced  with  it  all  becomes  evidence. 

Ms.  GlBERT.  One  other  thing:  The  manufacturers  are  to  notify 
the  Postal  Inspection  Service  if  they  have  been  unable  to  perform 
their  inspection  for  some  reason,  they  have  been  denied  access  or 
it  wasn't  in  the  location  where  they  intended  it  to  be.  And  there 
is  an  early  warning  system  there  alerting  the  Postal  Inspection 
Service  of  that. 

Miss  Collins.  Good.  OK.  Well,  I  am  very  pleased  that  you  are 
taking  it  as  seriously  as  you  are.  Again,  $100  million  is  an  awful 
lot  of  money;  and  any  Member  of  Congress  would  love  to  have  that 
in  their  district,  you  know,  for  economic  development  or  just  to  help 
out  the  constituents.  And  to  think  that  this  type  of  money  is  blow- 
ing into  the  pockets  of  criminals,  I  think,  is  reprehensible. 

I  have  some  more  ideas,  but  I  think  I  will  share  them  with  you 
privately. 

One  further  question:  When  a  meter  has  been  reported  as  lost  or 
stolen,  they  have  a  serial  number.  When  you  do  your  inspections — 
maybe  not  you — but  Ms.  Gibert,  when  your  department  does  its  in- 
spections, do  they  check  that  serial  number  also? 
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Ms.  GlBERT.  Yes.  We  have  a  procedure — this  largely  occurs  in  the 
field  with  our  postmasters  and  clerks  and  supervisors  who  work  in 
the  local  post  offices. 

But  we  also  have  a  procedure  for  pulling,  randomly,  out  of  the 
mail  stream,  metered  mail  and  comparing  the  number  of  that 
meter  against  our  list  of  the  serial  numbers  of  the  lost  and  stolen. 
So  it  is  one  more  check. 

We  are  looking  to  make  that  more  frequent  and  to  do  it  on  a  sta- 
tistical basis  so  we  are  going  after  the  places  where  we  think  that 
we  would  be  more  likely  to  catch  the  discrepancies. 

Miss  Collins.  Well,  I  hope  that  we  can  do  more  faster.  I  have 
a  feeling,  just  intuition,  that  it  may  be  as  much  as  $500  million, 
maybe  even  more.  There  is  absolutely  no  way  we  can  know. 

So,  as  I  said  before,  I  am  very  pleased  that  you  are  taking  it  as 
seriously  as  you  are.  I  know  $100  million  out  of  $18.3  billion  is — 
how  much?  It  seems  minuscule  when  you  compare  it  to  that.  But 
the  thing  is,  it  is  not  minuscule;  and  it  may  be  10  times  as  much 
as  what  we  have  seen. 

So  I  thank  you  very  much.  I  know  how  busy  you  are,  and  I  thank 
you  very  much  for  taking  the  time  out  to  come  and  testify.  We 
changed  the  hearing  dates  twice  just  so  we  could  get  you,  because 
I  thought  it  was  very  important  that  we  have  the  top  man  to  tes- 
tify. 

Thank  you. 

Mr.  Runyon.  Thank  you  very  much.  We  appreciate  your  interest 
in  this,  too,  because  that  is  helpful  to  us  also. 

Miss  Collins.  Good. 

Mr.  Runyon.  Thank  you. 

Miss  Collins.  Next  we  will  have  Mr.  Douglas  Riggs,  vice  presi- 
dent of  Pitney  Bowes;  George  Gelfer,  vice  president  and  general 
manager  of  Postalia,  Inc.;  Michael  A.  Allocca,  president  and  chief 
executive  officer  of  Ascom  Hasler  Mailing  Systems;  and  Mr.  Neil 
Mahlstedt,  president  of  Friden  Neopost. 

I  want  to  thank  you  gentlemen  for  taking  the  time  out  of  your 
busy  schedules  to  come.  Always,  you  know,  the  Post  Office  Commit- 
tee is  very,  very  concerned  with  postage  meter  fraud;  and  we  feel 
that  it  is  literally  taking  money  out  of  the  pockets  of  the  U.S.  tax- 
payers and  what  may  seem  to  be  a  trickle  might,  indeed,  be  a  flood. 

Therefore,  we  have  to  take  steps,  I  think,  to  try  to  stem  this 
drain.  I  think  that  you  will  play  a  big  part  in  it  for  us. 

Let  me — well,  maybe  I  should  hear  your  testimony  first.  But  I 
am  wondering  how  you  all  work  together.  Or  are  you  completely 
autonomous?  There  is  no  association? 

Mr.  RiGGS.  No  association. 

Miss  Collins.  You  don't  come  together  for  technology  or  any- 
thing? You  are  competitors? 

Mr.  RlGGS.  We  are  competitors. 

Miss  Collins.  All  right. 

Mr.  Riggs,  you  are  first. 

Mr.  RiGGS.  May  I  ask  the  Chair,  how  would  you  like  me  to  pro- 
ceed? I  have  submitted  a  statement  and  I  don't  think  it  would  be 
in  the  interests  of  the  committee  for  me  to  just  read  the  statement. 
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Would  you  like  me  to  summarize,  or  would  you  like  me  to  just 
respond  to  questions  that  you  might  have?  However  you  would  like 
to  do  it. 

Miss  Collins.  Well,  Mr.  Riggs,  I  usually  have  very  short  meet- 
ings. I  try  to  keep  them  to  an  hour,  but  I  can  see  this  will  take 
longer  than  an  hour,  and  I  have  to  testify  at  another  hearing  my- 
self. So  I  have  another  20  minutes  or  so. 

Can  you  give  us  maybe  a  5-minute  summary  or  less? 

STATEMENT  OF  DOUGLAS  A.  RIGGS,  VICE  PRESIDENT,  COM- 
MUNICATIONS, PLANNING,  SECRETARY  AND  GENERAL 
COUNSEL,  PITNEY  BOWES 

Mr.  Riggs.  First  of  all,  on  behalf  of  Pitney  Bowes,  we  are  very 
pleased  that  we  have  been  invited.  We  believe  that  this  is  an  ex- 
traordinarily important  issue,  as  you  have  just  indicated;  and  I 
think  that  it  is  very  important  that  we  acknowledge  the  role  of 
PMG  Runyon  in  highlighting  this  issue  by  taking  the  action  that 
he  has  taken. 

He  has  sent  a  clear  signal  that  this  criminal  behavior  will  not 
be  tolerated.  And  through  aggressive  investigation  by  the  Postal  In- 
spection Service  and  prosecution,  I  think  that  this  behavior  can  be 
eradicated,  because  I  think,  as  was  discussed  earlier,  probably  no 
system  is  absolutely  foolproof  and,  in  order  for  any  system  to  work, 
there  has  to  be  a  deterrent  element,  there  has  to  be  a  fear  element. 

I  think  that  the  declaration  that  the  PMG  has  made  on  this 
issue — and  frankly,  the  follow  up  of  the  committee — will  help  sig- 
nal to  those  handful  of  people  out  there  that  this  will  not  be  toler- 
ated and  that  there  will  be  apprehension  and  there  will  be  prosecu- 
tion. 

From  our  point  of  view,  we  have  a  long,  long  history  with  the 
meter  industry.  The  primary  interest  that  we  have  is  the  integrity 
of  the  system.  Any  time  that  you  have  some  criminals — it  doesn't 
matter  whether  we  are  talking  about  one  criminal  or  whether  we 
are  talking  about  200  criminals,  at  any  time  that  you  have  crimi- 
nals and  any  time  that  they  carry  out  their  criminal  enterprise  by 
tampering  with  that  meter,  it  raises  questions  about  the  integrity 
of  the  system. 

Miss  Collins.  Absolutely. 

Mr.  RlGGS.  And  that  is,  frankly,  not  in  our  best  interests  nor  is 
it  in  the  best  interests  of  the  post  office  and,  candidly,  is  not  in  the 
best  interests  of  the  mailing  public  and  the  public  at  large.  So  it 
goes  without  saying  that  I  think  it  is  extraordinarily  important 
that  the  post  office  is  putting  some  focus  on  this  issue. 

As  Mr.  Runyon  indicated  in  his  testimony,  the  meter  is  a  critical 
business  tool.  Not  only  is  it  a  very  important  tool  in  terms  of  the 
amount  of  postage  revenue  that  is  collected  through  the  device,  but 
it  is  a  tool  of  enormous  convenience  and  ease  to  the  mailing  public. 

And  as  you  can  well  recognize,  we  are  talking  about  hundreds 
and  hundreds  of  billions  of  pieces  of  mail  over  a  period  of  time  that 
end  at  the  mail  stream  with  a  metered  indicia. 

I  think  it  also  has  to  be  recognized  about  the  savings  that  the 
metering  system  brings  to  the  post  office.  There  was  a  study  done 
by  the  post  office  in  1988  in  which  the  post  office  concluded  that 
the  metering  system  saved  the  post  office  approximately  $500  mil- 
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lion  per  year.  So  not  only  is  the  system  one  of  great  convenience 
to  the  mailer 

Miss  Collins.  Is  that  in  personnel  or  both? 

Mr.  RlGGS.  In  saving  costs  in  printing  stamps,  in  selling  the 
stamps,  and  also  in  processing  the  mail.  Because  the  meter  indicia 
permits  that  mail  to  bypass  certain  processing  steps  in  the  post  of- 
fice. 

So  it  would  be  those  three  areas  where  the  savings  come  from. 

Miss  Collins.  And  that  might  be  wiped  out  if  meter  fraud  ap- 
proaches that  high  figure. 

Mr.  RlGGS.  Absolutely.  It  goes  back  to  the  integrity  of  the  system. 
I  just  cannot  say  it  firmly  enough,  or  often  enough,  how  important 
it  is  in  terms  of  maintaining  the  integrity  of  the  system. 

I  think,  as  a  company,  we  have  taken  numerous  actions  over  the 
past  several  decades  and  are  taking  actions  today,  in  cooperation 
with  the  post  office,  to  ensure  that  the  integrity  of  the  system  is 
maintained. 

First  of  all,  we  have  made  a  huge  investment  in  technology. 

Miss  Collins.  Do  you  have  a  regular  R&D  team? 

Mr.  RlGGS.  Yes.  Very  large.  Very  large.  Our  R&D  expenditures 
that  would  be  related  to  the  mail  business  have  been,  for  the  past 
six,  seven  years,  in  excess  of  $100  million  per  year. 

So  this  is  a  major  thrust,  a  major  focus  of  our  business;  and  we 
are  putting  large  sums  of  money  into  this  to  ensure  that  there  is 
technology  that  will  be  offered  to  the  marketplace,  that  offers  con- 
venience and  functionality,  but  more  importantly,  security,  know- 
ing, all  the  time,  that  even  the  most  sophisticated  technology  is  not 
necessarily  going  to  take  away  the  interest  on  the  part  of  some  who 
want  to  commit  a  criminal  act. 

Miss  Collins.  Absolutely.  Well,  I  am  going  to  ask  each  one  of 
you  to  give  a  brief  statement;  and  then  I  will  ask  questions  of  all 
of  you. 

[The  prepared  statement  of  Mr.  Riggs  follows:] 

Prepared  Statement  of  Douglas  A.  Riggs,  Vice  President,  Communications, 
Planning,  Secretary  and  General  Counsel,  Pitney  Bowes 

Madam  Chairwoman,  Congressman  Young,  and  members  of  this  Committee,  our 
company  is  pleased  to  have  been  invited  to  discuss  postage  meter  fraud. 

To  begin,  the  postage  meter  was  approved  by  the  then  Post  Office  Department  in 
1920  and  has  become  one  of  the  basic  tools  of  American  business.  Today,  there  are 
approximately  1.4  million  postage  meters  being  used  by  the  American  business  com- 
munity and  about  45  percent  of  the  Postal  Service  operations  revenue  comes  from 
metered  postage.  Obviously,  tens  of  billions  of  pieces  of  metered  mail  enter  the  mail 
stream  each  year.  Moreover,  the  postage  meter  system  saves  the  Postal  Service  sub- 
stantial sums  each  year  by  reducing  mail  processing  costs,  stamp  printing  costs  and 
stamp  retailing  costs.  Because  of  the  key  function  of  the  postage  meter  system  in 
the  U.S.  mail,  its  integrity  is  critical.  -. 

We  are  pleased,  therefore,  that  Postmaster  General  Runyon  has  unequivocally  de- 
clared that  the  Postal  Service  will  not  tolerate  postage  meter  fraud.  His  decision 
means  that  this  issue  will  receive  additional  attention. 

Because  the  postage  meter  system  may  not  be  well  understood,  our  discussion 
may  be  enhanced  by  reviewing  the  basic  principles  underlying  the  system  in  the 
United  States. 

Meter  manufacturers  do  not  provide  postage  meter  products  as  Postal  Service  con- 
tractors. Rather,  they  are  independent,  competitive  businesses  who  market  postage 
meter  products  to  mailing  customers  that  must  be  certified,  operated  and  controlled 
consistent  with  Postal  Service  regulations.  In  doing  so,  meter  manufacturers — in- 
cluding Pitney  Bowes — keenly  recognize  an  obligation  to  the  Postal  Service,  to  the 
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mailing  community  and  to  the  public  by  ensuring  that  the  postage  meter  system  op- 
erates at  the  highest  level  of  efficiency  and  security. 

At  present,  the  Postal  Service  has  authorized  four  postage  meter  manufacturers, 
though  I  am  proud  to  say  that  Pitney  Bowes  is  the  only  one  that  develops,  engineers 
and  manufactures  postage  meters  in  the  United  States.  Our  company's  association 
with  the  postage  meter  began  in  1920  in  Stamford,  Connecticut,  where  it  continues 
to  this  date.  Pitney  Bowes  invented  the  postage  meter  and  was  the  first  company 
to  receive  approval  by  the  then  Post  Office  Department  for  its  use  in  the  United 
States.  Over  the  past  73  years,  our  company  has  been  engaged  in  continuously  im- 
proving the  postage  meter  through  substantial  investments  in  the  engineering,  de- 
velopment, manufacturing,  marketing,  servicing  and  control  of  the  postage  meter. 
This  ongoing  effort  has  yielded  increased  cost  savings  and  efficiencies  for  the  Postal 
Service  and  the  postage  meter  mailers  all  over  the  United  States. 

However,  Pitney  Bowes'  investments — or  for  that  matter,  any  other  meter  manu- 
facturer's investments — cannot,  by  themselves,  build  a  nationwide  system  that  is  to- 
tally invulnerable  to  abuse.  In  fact,  each  participant  in  the  system — manufacturers, 
mailers  and  the  Postal  Service — plays  a  critical  role  in  the  effectiveness  and  the  se- 
curity of  the  system.  I  think  it  is  critical  that  this  Committee  appreciates  the  impor- 
tant responsibilities  that  each  participant  bears. 

Among  the  manufacturer's  responsibilities  are  the  engineering  and  manufacturing 
of  postage  meters.  Pursuant  to  postal  regulations,  postage  meters  can  only  be  rented 
to  meter  users  and,  therefore,  remain  the  property  of  the  meter  manufacturer.  The 
meter  manufacturers  have  responsibility  concerning  inspection  and  record  keeping 
of  postage  meters. 

The  Postal  Service's  obligation  to  the  postage  meter  system — and  to  the  security 
of  that  system — begins  with  an  evaluation  and  testing  of  proposed  postage  meters. 
If  satisfied,  the  Postal  Service  then  certifies  a  meter  for  use.  In  addition,  the  Postal 
Service  authorizes  the  use  of  a  postage  meter  through  issuance  of  a  license  to  a 
mailer  who  applies  to  participate  in  the  postage  meter  system.  Finally,  the  Postal 
Service  bears  responsibility  for  a  number  of  audit,  inspection,  investigative  and  ad- 
ministrative activities. 

The  security  of  the  postage  meter  system  also  depends  on  the  mailer  who,  having 
been  licensed  to  participate  in  the  system,  must  use  the  postage  meter  in  compli- 
ance with  Postal  Service  regulations.  Mailers  are  directed  to  have  their  postage  me- 
ters inspected  by  both  the  meter  manufacturer  and  the  Postal  Service.  They  are  also 
directed  to  notify  meter  manufacturers  and  the  Postal  Service  of  any  change  in  loca- 
tion of  the  postage  meter.  If  the  mailer  does  not  faithfully  notify  the  manufacturer 
and  the  Postal  Service  of  the  exact  location  of  the  postage  meter,  it  cannot  be  in- 
spected and  is  subject  to  being  reported  lost.  Finally,  it  goes  without  saying,  that 
postage  meter  mailers  are  directed  and  expected  to  operate  the  postage  meter  in  the 
way  in  which  it  was  intended  to  be  used. 

Notwithstanding  the  fact  that  many  hundreds  of  billions  of  dollars  of  metered 
postage  has  been  properly  paid  for  over  the  past  decade  millions  of  business  mail- 
ers— mailers  who  have  faithfully  performed  their  responsibilities  under  the  metered 
mail  system — there  are  a  handful  of  mailers,  who  with  a  clear  criminal  intent,  have 
compromised  some  postage  meters  for  the  purpose  of  printing  postage  without  pay- 
ing for  the  postage.  This  criminality  is  committed  by  destroying  or  breaking  through 
the  postage  meter's  security.  This  handful  of  mailers  has  damaged,  and,  in  some  in- 
stances, stolen  postage  meters,  and  in  doing  so,  these  criminals  have  damaged  or 
stolen  property  that  belongs  to  a  meter  manufacturer.  Of  even  greater  harm  is  the 
fact  that  these  criminals  have  stolen  postal  revenue  that  rightfully  belongs  to  the 
Postal  Service.  We  are  as  determined  as  you  and  the  Postal  Service  to  stop  this 
criminality. 

To  fight  meter  tampering  and  fraud,  Pitney  Bowes,  over  the  past  73  years,  has 
made  substantial  investments  in  creating  innovative  postage  meter  technology  to 
make  meters  more  secure.  Some  of  our  more  recent  efforts  include  the  development 
and  marketing  of  a  computerized  remote  resetting  system  in  1978;  the  electronic 
postage  meter  in  1981;  and,  the  very  secure  Paragon  postage  meter,  which  incor- 
porates sophisticated  electronic  and  software  technologies,  in  1992.  These  and  other 
efforts  that  are  being  actively  pursued  by  our  technologists  are  making  it  increas- 
ingly difficult  for  a  criminal  to  successfully  commit  postage  meter  fraud.  However, 
it  should  be  noted  that  even  the  most  advanced  technologies  cannot  ensure  that  a 
criminal  will  not  try  to  steal  from  the  Postal  Service. 

Further,  as  we  have  developed  these  more  secure  postage  meter  technologies,  we 
have  worked  to  remove  older  technologies  from  the  market.  For  example,  our  com- 
pany began,  at  its  own  initiative,  to  displace  the  R-line  series  of  meters  which  have 
been  the  workhorse  of  the  very  large  mailers  over  the  past  40-50  years.  Notwith- 
standing the  attachment  that  these  mailers  have  to  this  series  of  postage  meters, 
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Pitney  Bowes  has  reduced  the  number  of  units  in  service  to  less  than  10,000  today, 
from  over  100,000  in  1980. 

Moreover,  we  have  been  advocates  for  the  removal  of  any  postage  meter  when  it 
becomes  apparent  that  criminal  activity  suggests  an  unacceptable  risk  to  that  post- 
age meter.  For  example,  earlier  this  year,  the  Postal  Service  brought  to  our  atten- 
tion a  type  of  tampering — of  which  we  did  not  have  any  previous  knowledge  or  sus- 
picion— that  had  occurred  in  the  R-line  series  of  meters.  We  immediately  initiated 
a  number  of  substantive  interim  actions  that  will  end  this  type  of  tampering.  We, 
also,  have  aggressively  cooperated  with  the  Postal  Service  in  actions  that  have  led 
to  the  decertification  of  this  postage  meter  and  its  total  removal  from  mailers  by 
January  4,  1995,  even  though  these  postage  meter  mailers,  other  than  for  a  possible 
tiny  handful,  are  faithfully  and  honestly  using  and  enjoying  this  postage  meter. 

We  pride  ourselves  on  being  very  responsive  to  the  Postal  Service  by  developing 
and  implementing  engineering  changes  that  bring  to  the  postage  meter  a  continuing 
high  degree  of  revenue  security.  For  example,  between  1987  and  1988,  because  of 
an  issue  brought  to  our  attention  by  the  Postal  Service,  Pitney  Bowes  immediately 
made  a  significant  investment  to  enhance  the  security  of  over  20,000  postage  me- 
ters. 

In  addition  to  the  engineering  changes,  Pitney  Bowes  has  either  initiated  or  par- 
ticipated with  the  Postal  Service  over  the  past  10-15  years  in  a  variety  of  programs 
or  initiatives  that  would  enhance  meter  security.  These  include:  Suggested  changes 
to  Postal  Service  regulations;  helped  to  launch  the  Contraband  Postage  Identifica- 
tion Program;  urged  and  then  increased  the  frequency  of  inspection  of  certain  post- 
age meters;  helped  design  and  reproduce  a  Postal  Service  reward  label  that  was  af- 
fixed to  postage  meters  offering  $1,000  for  information  concerning  postage  meter 
tampering;  conducted  numerous  reinspections  of  certain  postage  meters;  and  imple- 
mented and  subsequently  enhanced  the  Meter  Irregularity  Reporting  System. 

In  addition,  Pitney  Bowes  has  several  employees  who  have  been  assigned  to  work 
with  the  Postal  Service  on  postage  meter  security  issues,  including  investigations 
and  prosecutions. 

We  are  not  in  a  position  to  accurately  comment  on  the  total  amount  of  Postal 
Service  revenue  that  may  have  been  lost  through  postage  meter  fraud.  Our  experi- 
ence over  the  past  15-20  years,  however,  suggests  that  the  total  number  of  in- 
stances of  postage  meter  fraud  appears  to  be  very  small. 

From  our  point  of  view,  even  one  fraudulent  use  of  the  postage  meter  is  one  too 
many  and  any  theft  of  postal  revenue  is  unacceptable.  Fortunately,  only  a  small 
number  of  mailers  have  the  type  of  financial  motive  which  would  make  it  appealing 
for  them  to  steal  through  the  postage  meter  system. 

Therefore,  as  I  indicated  previously,  we  are  pleased  that  Postmaster  General  Run- 
yon  has  declared  that  theft  from  the  postage  meter  system  will  not  be  tolerated  and 
will  be  aggressively  investigated  and  prosecuted.  This  heightened  level  of  Postal 
Service  attention  will  improve  the  integrity  of  the  postage  meter  system. 

We  have  pledged  to  Postmaster  General  Runyon  and  the  Postal  Service,  as  we 
have  demonstrated  in  the  past,  our  commitment,  cooperation  and  resources  for  a 
revenue  secure  postage  meter  system.  Pitney  Bowes  affirms  that  pledge  to  this  Com- 
mittee, and  through  you  to  the  Congress.  Thank  you.  I  invite  the  Committee's  ques- 
tions. 

Miss  Collins.  Mr.  Riggs,  I  have  to  tell  you  that  Pitney  Bowes 
has  a  great  reputation  for  its  community  work,  and  your  reputation 
preceded  you.  Many  of  my  colleagues  wanted  to  come  to  hear  you 
testify,  simply  because,  I  imagine,  you  are  in  their  district.  But  I 
do  want  to  say  that  this  is  not  a  witch  hunt. 

I  feel  that  we  are  all  partners  in  this,  because  it  affects  all  of  us. 
We  are  not  trying  to  lay  blame  anywhere;  the  blame  has  to  be  in 
the  criminal  mind.  And  once  we  take  care  of  the  postage  meter 
fraud,  they  will  simply  go  on  to  something  else.  We  know  that. 

I  am  going  to  ask  you  one  question  before  I  go  to  Mr.  Allocca. 
And  that  is:  How  much  of  the  industry,  of  the  1.3  million  meters 
that  are  out  there,  do  you  manufacture? 

Mr.  RlGGS.  Our  installed  base  would  be  roughly  88  percent  of 
that  installed  base.  So  if  there  are  approximately  1.4  million  me- 
ters in  the  United  States,  we  would  have,  plus  or  minus,  about  1.3 
million  of  those  meters. 


18 

Miss  Collins.  You  have  all  of  them? 

Mr.  RlGGS.  No.  88  percent. 

Miss  Collins.  90  percent. 

Mr.  RlGGS.  I  think  the  official  postal  record  says  88  percent. 

Miss  Collins.  OK.  Well,  you  said  out  of  1.3  million  meters  "we 
have  1.3  million  meters." 

Mr.  RlGGS.  I  am  sorry,  I  misspoke.  I  meant  out  of  1.4  million  me- 
ters, we  have  1.3. 

Miss  Collins.  And  all  the  rest  of  you  share  the 

Mr.  ALLOCCA.  What  is  left  over. 

Miss  Collins.  Mr.  Allocca. 

STATEMENT  OF  MICHAEL  A.  ALLOCCA,  PRESIDENT  AND 
CHIEF  EXECUTP7E  OFFICER,  ASCOM  HASLER  MAILING  SYS- 
TEMS 

Mr.  Allocca.  Yes.  I  first  want  to  say  that  we  at  Ascom  have  to 
consider  the  subject  of  meter  fraud  a  very,  very  serious  matter.  We 
intend  to  fully  work  in  partnership  with  the  Post  Office  to  fix  the 
problem.  > 

We  have  a  meeting  after  this  one,  as  a  matter  of  fact,  to  give 
them  an  update  on  our  plan. 
Miss  Collins.  With  the  Postal  Service? 

Mr.  Allocca.  That  is  right.  We  are  taking  action  in  three  basic 
areas.  We  are  redesigning  every  meter  that  is  out  in  the  field  right 
now  to  make  it  more  tamper-proof.  We  will  follow  that  redesign  up 
with  a  retrofitting  of  all  of  the  meters  that  are  out  in  our  current 
meter  base. 

Second,  we  are  paying  a  lot  more  attention  to  our  procedures  in 
meter  inspection  in  the  field,  the  way  that  we  inspect  the  meters, 
ensuring  that  we  do  inspect  them  according  to  procedures  and  as 
frequently  as  they  should  be. 

I  believe  we  are  the  only  one  here  that  has  actually  gone  out  and 
employed  a  top-six  accounting  firm,  Ernst  &  Young,  to  actually  go 
and  audit  every  one  of  our  dealers  to  ensure  that  the  dealers  are 
following  the  procedures  that  they  should  be. 
Miss  Collins.  Dealers  selling— leasing  your  machines? 
Mr.  Allocca.  That  is  right.  That  is  right.  Just  to  make  sure  that 
they  are  doing  everything  that  we  expect  of  them  and  that  the  Post 
Office  expects  of  them. 
And  we  get  a  report,  an  independent  assessment  of  that. 
Miss  Collins.  How  often? 
Mr.  Allocca.  Once  a  year. 

Then  I  believe  the  ultimate  answer— and  I  think  Mr.  Runyon 
made  it  very  clear— is,  using  the  latest  technology,  to  fix  the  prob- 
lem. The  technology  is  really  there.  It  is  just  a  matter  of  developing 
it  and  applying  it.  .     . 

And  in  that  regard,  I  think  I  would  be  remiss  in  not  pointing  out 
that  the  pattern  of  behavior  of  the  monopoly— and  we  do  have  a 
monopoly  industry  here  with  88  percent— that  is  as  much  of  one  as 
I  can  think  of.  It  is  optimal  to  innovate  technologically  and  to  apply 
the  optimal  solutions. 

Technological  progress  is  slowed  by  a  wall  of  accusations  and 
threats  of  outrageous  licensing  demands,  of  expensive  litigation  de- 
signed primarily  to  eliminate  competition. 
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Your  idea  with  the  hologram,  I  thought,  was  an  interesting  one. 
But  I  would  be  willing  to  bet  you,  without  even  looking,  that  we 
would  find  several  patents  that  have  not  been  put  into  practice  but 
have  been  issued  and  put  on  the  shelf  to  prevent  people  like  us 
from  developing  the  technology. 

I  think  it  is  a  serious  issue.  I  think  the  behavior  retards  and  it 
discourages  the  technological  innovation  to  develop  the  optimal  so- 
lution to  this  problem  and  to  the  application  of  the  latest  tech- 
nology to  the  Postal  Service  problems  in  general. 

All  I  can  say  is,  in  spite  of  these  obstacles,  we  intend  to  respon- 
sibly address  the  issue  of  meter  fraud  to  the  complete  satisfaction 
of  the  Postal  Service. 

[The  prepared  statement  of  Mr.  Allocca  follows:! 

Prepared  Statement  of  Michael  A.  Allocca,  President  and  Chief  Executive 
Officer,  Ascom  Hasler  Mailing  Systems 

Madam  Chairwoman  and  members  of  the  committee,  my  name  is  Michael  Allocca 
and  I  am  President  and  Chief  Executive  Officer  of  Ascom  Hasler  Mailing  Systems 
located  in  Shelton,  Connecticut  where  we  employ  about  200  people.  We  manufacture 
mailing  equipment  and  systems  and  sell  in  the  United  States  through  a  network 
of  over  200  independent  dealers.  Ascom  Hasler  has  accumulated  a  6%  share  of  the 
postage  meter  rental  population  since  our  entry  into  the  U.S.  in  1981. 

Since  its  invention  over  70  years  ago  the  postage  meter  has  been  used  by  the 
United  States  Postal  Service  as  a  means  of  generating  a  substantial  portion  of  its 
total  revenue.  Indeed,  today  approximately  $19  billion  or  40%  of  the  total  $48  billion 
Postal  Service  revenue  is  produced  through  postage  meters.  Meters  have  provided 
customers  with  a  reliable  and  convenient  alternative  for  paying  and  accounting  for 
postage.  For  many  it  is  a  more  practical  alternative  than  the  use  of  stamps,  particu- 
larly where  large  volumes  of  mail  exist. 

Working  as  a  virtual  extension  of  the  U.S.  Postal  Service  which  establishes  speci- 
fications for  the  components  and  capabilities  of  each  meter,  Ascom  Hasler  Mailing 
Systems,  Inc.,  and  the  three  other  companies  licensed  by  the  Postal  Service  to  man- 
ufacture and  rent  meters  to  the  public,  have,  since  the  introduction  of  such  ma- 
chines, produced  meters  designed  to  maximize  protection  against  fraud.  All  such 
equipment  contains  two  "registers",  one  ascending  and  one  descending,  so  that  a  let- 
ter run  through  the  machine  causes  one  register  to  show  the  postage  left  after  the 
last  "fill  up"  at  the  Post  Office,  and  the  other  how  much  cumulative  postage  has 
been  used.  Each  meter  is  fitted  with  a  seal  which  ordinarily  must  be  broken  to 
reach  either  register.  Each  meter  must  be  periodically  inspected  to  check  the  possi- 
bility of  improper  use.  Postal  Service  regulations  also  cover  the  manner  in  which 
meters  not  in  service  must  be  stored,  and  the  number  and  site  for  master  keys  for 
demonstration  meters.  The  Postal  Service  permits  meter  repair  only  by  the  licensed 
manufacturers  and  not  by  any  independent  entities.  For  all  these  reasons,  it  is  dif- 
ficult for  a  customer,  no  matter  how  felonious  his  intent,  to  change  a  register  to  in- 
dicate a  value  different  from  the  postage  used. 

Yet,  meter  fraud  continues  to  be  a  potentially  rewarding  objective  for  an  unscru- 
pulous few.  Despite  the  care  taken  by  meter  manufacturers,  success  is  possible,  for 
those  willing  to  spend  considerable  time  studying  the  meter  and  willing  to  forge  spe- 
cial tools  to  cause  the  machine  to  produce  postage  without  registering  it  and  without 
breaking  the  meter's  seal. 

Without  intending  to  diminish  the  serious  problem  of  meter  fraud,  I  believe  it  is 
important  to  establish  some  perspective.  Although  the  absolute  amount  of  annual 
loss  to  the  Postal  Service  due  to  meter  fraud,  estimated  by  the  Postal  Service  at 
$150  million,  is  disturbingly  high,  measured  against  the  $19  billion  of  total  meter 
postage,  theft  is  only  .8%  of  gross  revenues.  The  various  protections  built  into  the 
meter  and  its  operating  system  do  work  effectively,  although  not  perfectly.  Meter 
fraud  is  not  likely  to  occur  among  the  vast  majority  of  mailers  whose  postal  expense 
is  modest.  On  the  other  hand  meter  tampering  cannot  be  overlooked  among  some 
users  who  send  thousands  of  letters  a  day,  and  have  been  identified  as  "high-risk" 
by  the  Postal  Service.  Such  high-risk  mailers  comprise  less  that  3%  of  all  our  80,000 
customers. 

As  a  partner  with  the  Postal  Service  in  the  production  and  operation  of  postage 
meters  the  matter  of  meter  fraud  has  been  of  paramount  concern  to  Ascom  Hasler 
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since  it  began  renting  meters  in  the  United  States  in  1981.  Our  attack  on  this  crimi- 
nal practice  is  focusing  on  three  simultaneous  efforts,  as  follows: 

1.  Like  the  other  three  manufacturers  our  existing  meter  base  is  predominately 
mechanical  and  is  being  redesigned  to  make  it  even  more  tamper-proof  and  to  make 
any  tampering  effort  even  more  obvious  to  inspectors.  We  plan  to  aggressively  retro- 
fit our  entire  fleet  of  mechanical  meters,  especially  high-risk  meters,  in  the  near  fu- 

2.  Our  inspection  efforts  call  for  only  one  annual  inspection  of  the  typical  meter 
user.  We  have  increased  this  to  four  annual  inspections  of  customers  identified  as 
"high  risk  mailers"  where  the  possibility  of  fraudulent  intentions  is  more  likely  to 
exist.  Furthermore,  at  considerable  expense  Ascom  Hasler  has  retained  the  firm  of 
Ernst  &  Young  to  audit  all  of  our  dealers  to  assure  that  they  are  in  total  compliance 
with  Postal  Service  procedures. 

3.  The  best  long  term  response  to  the  issue  of  meter  fraud  is  to  develop  more  cost 
efficient  electronic  postage  meters.  Tampering  with  electronic  meters  is  more  dif- 
ficult. However,  the  price  differential  between  the  electronic  and  mechanical  meters 
discourages  many  users  from  buying  them. 

It  is  important  to  bring  to  the  Committee's  attention  the  fact  that  the  postage 
meter  industry  is  today  monopolized  by  a  single  manufacturer  which  controls  over 
87%  of  the  U.S.  market.  Vigorous  competition  fosters  technical  innovation.  When 
small  entrants  are  excluded  by  the  anticompetitive  activities  of  the  monopolist,  the 
creative  spark  is  extinguished.  In  the  meter  industry  this  is  happening  today.  The 
dominant  manufacturer  has  been  willing  to  go  to  any  lengths  to  exclude  smaller, 
innovative  companies  from  the  market. 

Anticompetitve  marketing  practices,  outrageous  license  demands,  and  ill-founded 
patent  suits  have  limited  the  ability  of  smaller  USPS  licensees,  such  as  Ascom 
Hasler  to  produce  more  secure,  cost  efficient  electronic  meters  which  would  likely 
obsolete  the  more  easily  defrauded  mechanical  meters.  Mechanical  meters  represent 
a  substantial  portion  of  the  1,200,000  meters  rented  by  the  monopolist  manufac- 
turer and  generate  a  considerable  amount  of  its  revenue. 

Newer  technologies  can  result  in  significant  benefits  to  the  Postal  Service  and  its 
customers.  Those  concerned  with  the  matter  of  meter  fraud  should  recognize  that 
the  monopoly  situation  I  have  described  plays  a  key  role  in  enabling  fraud  to  con- 
tinue at  its  present  level.  We  suggest  that  the  Committee  investigate  the  activities 
of  the  monopoly  at  once.  n  .„  , 

We  have  brought  this  matter  to  the  attention  of  Postmaster  General  Runyon  and 
are  scheduled  to  meet  with  him  concerning  these  meter  industry  issues,  and  par- 
ticularly the  lack  of  competition  in  the  industry.  Meter  fraud  will  certainly  be  one 
of  the  subjects  we  expect  to  discuss  with  him. 

As  a  partner  of  the  Postal  Service  in  the  design  and  operations  of  postage  Ascom 
Hasler  will,  within  the  limitations  upon  it,  continue  to  do  its  vigilant  best  to  stamp 
out  the  obnoxious  practice  of  meter  fraud.  The  Congress  and  the  American  people 
can  count  on  us  to  do  our  part. 

Miss  Collins.  Do  you  have  an  R&D  department? 

Mr.  ALLOCCA.  Yes.  Very,  very  small. 

Miss  Collins.  Do  you  use  universities? 

Mr.  Allocca.  Yes. 

Miss  Collins.  I  mean  their  research? 

Mr.  Allocca.  Yes. 

Miss  Collins.  Do  you  only  manufacture  postage  meters? 

Mr.  Allocca.  Postal  meters  and  postal  scales. 

Miss  Collins.  That  is  all? 

Mr.  Allocca.  And  related  products.  But  the  primary  product  is 
the  meter. 

Miss  Collins.  How  about  you,  Mr.  Riggs? 

Mr.  RlGGS.  We  manufacture  the  meter;  we  manufacture  the  mail- 
ing machine. 

Miss  Collins.  But  yours  is  all  postal  also?  Pitney  Bowes  is 
strictly  for  postal? 

Mr.  RlGGS.  Oh,  no.  We  have  other  divisions.  For  example,  the 
Dictaphone  Corporation  is  a  wholly-owned  subsidiary  of  ours.  And 
the  manufacturing  of  those  products  takes  place  in  Florida. 
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We  also  have  a  tag  and  label  company  that  is  based  in  Ohio.  And 
this  manufacturing  takes  place  in  Ohio. 

So  we  have  multiple  business  products. 

Miss  Collins.  OK.  I  am  just  trying  to  get  an  idea  of  how  you 
all  work. 

Mr.  RlGGS.  Madam  Chairman,  a  point  of  privilege  on  this.  I  feel 
that  I  should  say  something,  because  Mr.  Allocca  has  raised  an 
issue  concerning  our  company. 

Would  the  Chair  defer  to  me  on  that? 

Miss  Collins.  In  the  interest  of  time,  I  won't  do  that,  Mr.  Riggs. 
However,  I  overlooked  it,  because  I  am  not  interested  in  business 
competition;  and  I  feel  that  there  is — if  any  company  has  a  problem 
with  another  company,  there  are  ways  to  address  that.  But  here  we 
are  just  dealing  with  fraud,  and  we  have  about  10  more  minutes 
left.  So  please  forgive  me.  But  you  can  duke  it  out  in  the  hall. 

Mr.  RlGGS.  But  I  might  say  that  if  the  Chair  were  to  wish  to 
have  any  additional  information  on  any  of  these  issues,  I  would  be 
more  than  happy  to  supply  you  with  it. 

Miss  Collins.  All  right  then.  That  is  good.  I  do  have  other  ques- 
tions I  am  going  to  ask.  I  just  wanted  to  hear  the  other  testimony. 

Mr.  Gelfer. 

Mr.  Gelfer.  Yes,  Madam  Chairman.  I  will  also  try  to 
summarize 

Miss  Collins.  Let  me  ask  where  you  are.  Where  are  you? 

Mr.  Allocca.  Shelton,  CT. 

Mr.  RlGGS.  We  are  headquartered  in  Stanford. 

We  have  about  24,000  employees  in  the  United  States. 

Mr.  Gelfer.  Illinois,  on  the  outskirts  of  Chicago. 

Miss  Collins.  Good  old  Midwest. 

Mr.  Mahlstedt.  Hayward,  CA,  in  the  Bay  area. 

STATEMENT  OF  GEORGE  G.  GELFER,  VICE  PRESIDENT  AND 
GENERAL  MANAGER,  POSTALIA,  INC. 

Mr.  Gelfer.  In  the  interest  of  time,  let  me  see  if  I  can  summa- 
rize. 

We  are  unique.  We  are  the  smallest.  We  have  about  20,000  me- 
ters of  the  approximately  1.3  million,  on  the  one  hand.  On  the 
other  hand,  to  the  best  of  our  knowledge,  none  of  our  meters  have 
ever  been  involved  in  a  case  of  fraud.  That  is  not  to  say  it  couldn't 
happen  tomorrow  or  the  next  day. 

Miss  Collins.  Is  your  technology  different? 

Mr.  Gelfer.  I  think,  in  all  honesty,  we  may  be  selling  to  a  dif- 
ferent part  of  the  marketplace  that  is  not  as  prone  to  have  these 
type  of  activities. 

Miss  Collins.  Like  doctors'  offices. 

Mr.  Gelfer.  I  think  our  comments  are  consistent  with  what  you 
have  heard  from  the  Postal  Service  and  some  of  the  other  compa- 
nies. We  do  share  the  concern  with  meters  that  are  lost  and  stolen. 

It  is  a  fact,  as  Ken  Hunter  pointed  out,  that  occasionally  you  will 
find  meters  sold  at  auction  and  that  the  only  time  the  manufac- 
turer finds  out  about  it  is  when  we  try  to  make  the  inspection  or 
when  the  Postal  Service  tries  to  find  the  meter.  That  is  when  the 
red  flag  goes  up. 
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But  what  I  can  report,  I  think,  as  a  manufacturer,  to  the  sub- 
committee is  that,  in  the  last  12  months,  we  have  seen  more  activ- 
ity on  the  part  of  the  Postal  Service  relative  to  tracking,  account- 
ability, of  postage  meters  than  probably  any  time  during  our  30- 
year  history  in  the  business. 

A  number  of  important  programs  were  described  briefly  by  the 
Postal  Service,  Postalia  feels,  will  even  improve  the  controls  on  the 
meter  system. 

The  meters  that  are  susceptible  to  physical  tampering  are,  in- 
deed, a  concern.  Some  of  the  initiatives  that  were  outlined  by  the 
Postal  Service,  we  believe,  are  important.  And  we  think  that  there 
may  be  additional  steps  that  can  be  taken  beyond  that. 

Frankly,  from  our  perspective,  the  inspection  service  may  be  one 
of  the  best  kept  secrets  in  the  country.  Those  folks  have  got  just 
a  fantastic  reputation  for  rooting  out  fraud,  and  they  do  it  dog- 
gedly. And  maybe  their  activities  need  to  be  promoted  as  a  deter- 
rence for  those  that  commit  fraud  within  the  Postal  Service. 

I  think,  as  Pam  Gibert  said,  we  also  need  to  look  at  the  reward 
relationship.  Clearly  it  is  not  the  doctor  and  the  lawyer,  even  in 
small  and  medium  businesses,  even  in  large  companies.  Ken  al- 
ready has  developed  a  profile  of  high-risk  mailers.  And  maybe  it  is 
more  to  increase  the  surveillance  and  inspection  of  those  small 
groups  of  individuals. 

I  think,  finally,  as  Mike  said,  perhaps  the  most  important  issue 
is  that,  to  improve  on  overall  level  of  security,  you  really  have  to 
deal  with  the  issue  of  bringing  more  state-of-the-art  technology 
that  does  exist  today. 

And  I  believe  that  it  is  incumbent  upon  this  committee  and  also 
the  Postal  Service  to  make  sure  that  there  are  no  artificial  barriers 
that  would  prevent  any  manufacturer  from  bringing  technology  to 
the  table  that  would  both  improve  the  security  and  also  the 
functionality  of  these  devices  to  the  mailing  public. 

Thank  you. 

Miss  Collins.  OK. 

[The  prepared  statement  of  Mr.  Gelfer  follows:] 

Prepared  Statement  of  George  G.  Gelfer,  Vice  President  &  General 
Manager,  Postalia,  Inc. 

Postalia  has  been  serving  the  needs  of  American  mailers  for  over  thirty  years.  Our 
parent,  Francotyp-Postalia,  headquartered  in  Berlin  has  been  the  leading  European 
manufacturer  since  it  began  seventy  years  ago.  In  the  U.S.  we  operate  through  a 
network  of  145  dealers  supplemented  with  direct  sales  operations  in  Los  Angeles 
and  Chicago. 

I  would  like  to  thank  the  Subcommittee  for  giving  us  the  opportunity  to  provide 
testimony  on  the  issue  of  postage  meter  security  and  fraud.  I  will  be  happy  to  an- 
swer any  questions  at  the  conclusion  of  my  prepared  remarks. 

Of  the  four  manufacturers  invited  to  testify  today  Postalia  is  somewhat  unique. 
On  the  one  hand  we  are  the  smallest  company  with  an  installed  base  of  approxi- 
mately 20,000  postage  meters  out  of  a  total  market  currently  reported  at  over  1.3 
million  units  by  the  U.S.P.S.  On  the  other  hand,  to  the  best  of  our  knowledge  not 
one  Postalia  postage  meter  has  been  involved  in  a  case  of  meter  fraud  during  our 
thirty  year  history.  That's  not  to  say  however  that  the  situation  could  not  change 
tomorrow,  next  week  or  next  month. 

Postage  meters  have  been  used  successfully  for  over  seventy  years  to  help  the 
Postal  Service  accurately  collect  revenue  and  to  assist  the  mailing  public  in  the 
preparation  of  the  mail.  With  approximately  1.3  million  units  installed  the  postage 
meter  may  appear  to  be  as  commonplace  as  the  copier  or  the  fax  machine  but  it 
is  unique  for  three  critical  and  interrelated  reasons. 
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1.  The  postage  meter  essentially  represents  a  three  way  relationship  between  the 
Postal  Service,  the  mailer  and  the  manufacturer.  Each  party  plays  a  key  role  in  the 
effective  utilization  of  these  devices. 

2.  By  Postal  Service  regulation  a  meter  can  only  be  rented  and  never  sold  to  the 
mailer.  Ownership  remains  with  the  manufacturer  to  enhance  overall  control.  There 
are  a  variety  of  administrative  and  inspection  procedures  that  manufacturers  carry 
out  at  considerable  expense  at  the  direction  of  the  Postal  Service. 

3.  Meters  of  all  manufacturers  undergo  a  series  of  rigorous  tests  and  screening 
by  the  Postal  Service  before  a  license  to  market  the  meter  is  granted. 

What  this  all  means  is  that  postage  meters  by  definition  are  secure  devices.  And 
there  is  a  seventy  year  history  to  prove  this  point.  It  is  people  with  criminal  intent 
that  are  at  the  center  of  postal  fraud. 

While  we  are  concerned  with  all  types  of  fraud  as  a  manufacturer  our  primary 
concern  is  obviously  the  postage  meter  itself.  Here  we  are  faced  with  two  situations: 

1.  Meters  that  are  reported  as  lost  or  stolen.  Customers  can  and  do  simply  dis- 
appear from  the  face  of  the  earth.  Business  failures  are  a  fact  of  business  life.  We 
have  seen  a  number  of  cases  in  a  bankruptcy  proceeding  where  a  postage  meter  is 
auctioned  off  for  sale.  Only  when  we  try  to  inspect  the  meter  at  the  prescribed  inter- 
val or  when  a  user  tries  to  refill  a  lost  or  stolen  meter  at  the  post  office  will  a  red 
flag  be  raised. 

As  a  manufacturer  I  can  report  to  the  Subcommittee  that  we  have  seen  more  ac- 
tivity regarding  the  tracking  and  accountability  of  postage  meters  during  the  last 
twelve  months  than  ever  before  in  our  thirty  year  history.  I  don't  want  to 
preannounce  the  Postal  Service  but  there  are  a  number  of  important  programs  the 
U.S.P.S.  is  designing  now  that  will  result  in  better  controls  and  reporting  when  they 
are  made  public  in  the  coming  months. 

2.  The  second  concern  is  meters  that  are  physically  tampered  with.  Here  we  are 
referring  to  a  situation  where  someone  breaks  in  and  somehow  simulates  the  nor- 
mal refill  procedure  that  takes  place  at  the  Post  Office.  Now  as  this  is  a  public  hear- 
ing we  do  not  state  how  tampering  might  actually  be  accomplished  as  we  have  no 
desire  to  aid  those  who  would  defraud  the  Postal  Service.  We  also  do  not  want  to 
do  anything  that'  would  interfere  with  or  hinder  the  ongoing  activities  and  investiga- 
tions of  the  Inspection  Service. 

We  do  believe  there  are  a  number  of  steps  that  can  be  taken  to  address  this  situa- 
tion. 

1.  By  bringing  the  issue  to  the  public's  attention  we  believe  that  Postmaster  Gen- 
eral Runyon  has  taken  an  unprecedented  step  that  will  heighten  awareness  among 
Postal  Service  employees,  the  mailing  public  and  postage  meter  manufacturers. 

2.  Postalia  believes  that  the  Inspection  Service  of  the  U.S.P.S.  may  be  one  of  the 
best  kept  secrets  in  the  country.  The  Inspection  Service  has  a  longstanding  history 
of  professionally  and  doggedly  rooting  out  mail  fraud  of  all  types.  We  believe  that 
their  existence  and  activities  should  be  more  widely  promoted  and  publicized.  This 
could  serve  as  a  deterrent  to  those  who  would  defraud  the  Postal  Service.  There 
may  also  be  a  benefit  to  adding  to  the  number  of  personnel  in  the  inspection  service. 

3.  When  considering  fraud  we  need  to  look  at  the  risk/reward  relationship.  Simply 
stated  who  has  the  most  to  gain  by  attempting  to  cheat  the  Postal  Service?  Clearly 
it's  not  the  average  mailer.  It  is  not  the  Doctor,  Lawyer  or  Accountant.  Nor  do  we 
feel  it  is  the  small,  medium  or  even  large  Fortune  1000  Corporation  that  depends 
on  both  the  U.S.P.S.  and  the  postage  meter  for  timely  and  accurate  processing  of 
the  mail.  Postalia  believes  that  the  U.S.P.S.  can  develop  or  already  may  have  devel- 
oped a  profile  of  those  mailers  and  individuals  most  likely  to  be  involved  in  theft 
or  fraud.  We  believe  that  if  inspection,  verification  and  even  surveillance  of  these 
kinds  of  mailers  is  increased  then  fraud  of  all  types  will  be  dramatically  reduced. 

4.  Finally  and  perhaps  most  importantly  we  believe  that  enhanced  security  and 
the  application  of  state  of  the  art  electronic  technology  go  hand  in  hand.  As  a  post- 
age meter  manufacturer  we  are  investing  heavily  in  this  area.  We  are  also  working 
closely  with  the  U.S.P.S.  and  other  Postal  Administrations  worldwide  to  make  sure 
that  our  next  generation  of  products  offer  an  even  higher  level  of  security  than  is 
available  today.  Postalia  believes  that  a  totally  electronic  metering  device  can  sig- 
nificantly improve  the  security  of  current  systems.  We  feel  that  it  is  in  the  public 
interest  for  this  Subcommittee  to  ensure  that  there  are  no  impediments  that  would 
prevent  any  manufacturer  from  bringing  this  type  of  technology  to  the  marketplace. 
A  free  and  vigorously  competitive  supplier  industry  in  the  final  analysis  will  offer 
the  Postal  Service  and  the  mailing  public  the  best  overall  solution  in  terms  of  both 
security  and  improved  functionality. 

In  closing  let  me  repeat  that  while  none  of  Postalia's  postage  meters  has  yet  to 
be  involved  in  a  case  of  fraud  that  we  nevertheless  are  concerned  about  the  issue. 
We  stand  ready  to  assist  this  Subcommittee  and  the  U.S.P.S.  in  any  way  possible. 
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I  would  be  happy  to  take  any  questions  that  members  of  the  Subcommittee  might 
care  to  raise. 

Miss  Collins.  Mr.  Mahlstedt,  tell  me  the  size  of  your  company. 

STATEMENT  OF  NEIL  MAHLSTEDT,  PRESIDENT,  FRIDEN 
NEOPOST 

Mr.  Mahlstedt.  We  have  1,000  employees  in  the  United  States 
and  probably  another  thousand  independent  businessmen  who  rep- 
resent— who  lease  meters  for  us  and  sell  some  of  our  other  equip- 
ment. 

I  will  say  to  the  committee  the  comments  about  security  and  my 
personal  feelings  on  it.  All  I  can  do  is  say  that  Friden  will  keep  on 
doing  what  it  is  doing.  I  think  that  we  have  recognized  that — one 
thing  is  that  the  electronic  meter  is  a  more  secure  meter  than  a 
nonelectronic  meter.  And  in  that  regard,  we  made  that  decision 
back  in  the  1970's,  and  we  are  the  company  that  brought  the  first 
electronic  meter  to  the  marketplace  in  the  United  States. 

Miss  Collins.  Is  that  right? 

Mr.  Mahlstedt.  That  is  right. 

As  a  matter  of  fact,  the  post  office  press  release  says — dated 
April  23,  1979:  Use  of  an  electronic  postage  meter  by  postal  cus- 
tomers has  been  authorized  by  the  U.S.  Postal  Service.  The  ma- 
chine was  developed  by  Friden  Mailing  Equipment  of  Hayward, 
CA. 

Miss  Collins.  Did  you  patent  it? 

Mr.  Mahlstedt.  Yes.  Actually,  we  applied  for  the  patent  on  May 
9,  1979,  2  weeks  after  we  released  the  machine. 

So  I  think  part  of  the  issue  here,  that  these  two  gentlemen  are 
trying  to  bring  to  the  table,  is  that  competition  works.  And  it 
proves  the  case  here  with  the  first  machine — first  electronic  meter 
that  got  to  the  market. 

The  other  part  of  our  goal  in  that  regard,  back  in  the  1970's,  was 
to  bring  the  market  the  only— or  the  first  all-electronic  meter  port- 
folio. Right  now,  815  percent  of  our  portfolio  is  purely  electronic 
meters.  We  plan  on  getting  it  to  100  percent,  but  we  are  perfectly 
willing  to  work  with  the  Post  Office  to  set  the  timing  of  that. 

The  other  thing  that  I  think  we  can  do  in  addition  to  security 
visits  and  all  the  rest  of  it  is  to  work  on  remote  resetting,  remote 
meter  resetting.  In  that  area,  we  have  developed  three  different 
systems  for  remote  resetting,  all  of  which  we  are  working  with  the 
Postal  Service  on  to  find  which  is  the  safest  and  the  best. 

Miss  Collins.  OK.  All  three  of  them  maybe  are  not  tamper- 
proof,  but 

Mr.  Mahlstedt.  Well,  we  are  pretty  proud  of  our  record.  We 
have  four  children  at  our  home,  and  none  of  our  meters  have  been 
tampered  with  either.  So  we  take  it  very  seriously.  We  have  a 
record  that  says  that.  We  are  developing  the  most  secure  functional 
meter  portfolio  that  we  can  deliver  to  the  market. 

[The  prepared  statement  of  Mr.  Mahlstedt  follows:] 

Prepared  Statement  of  Neil  Mahlstedt,  President,  Friden  Neopost 

Friden  Neopost  has  always  viewed  meter  security  as  one  of  its  principal  priorities. 
The  company's  record  of  no  successful  tampering  with  Friden  meters  as  well  as  its 
activities  in  the  area  of  electronic  meter  development  should  support  this  assertion. 
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Although,  in  the  nineteen  seventies  there  had  never  been  an  incident  where  a 
Friden  mechanical  meter  had  been  defrauded,  and  despite  our  belief  (back  then) 
that  the  enhanced  security  in  electronic  meters  would  make  them  more  susceptible 
to  failing  (shutting  down  on  their  own),  the  Company  still  pursued  the  development 
of  the  electronic  meter.  It  simply  believed  that  electronic  meters  would  be  more  se- 
cure and  more  functional  than  their  mechanical  predecessors. 

Friden  established  two  principal  goals  (i)  to  develop  a  high  quality  electronic  post- 
age meter  and  (ii)  to  ultimately  offer  the  US  market  an  all  electronic  meter  port- 
folio. The  first  goal  was  reached  on  April  23,  1979  when  the  USPS  published  the 
following  news  release  ".  .  .  Use  of  an  electronic  postage  meter  by  postal  customers 
has  been  authorized  by  the  US  Postal  Service.  The  machine,  developed  by  Friden 
Mailing  Equipment  of  Hayward  California  is  the  first  electronic  model  to  be  ap- 
proved. .  .  ."  The  patent  for  this  meter  was  applied  for  two  weeks  later  on  May  9, 
1979. 

From  that  day  to  this  Friden  Neopost  has  only  developed  and  produced  electronic 
meters.  And,  it  has  produced  mail  machines  (meter  bases)  that  work  only  with  elec- 
tronic meters. 

Unlike  the  more  marketable  meter  bases  that  work  with  both  mechanical  and 
electronic  meters,  Friden  bases  support  electronic  meters  only. 

As  a  result  of  focusing  on  electronic  meters  only  Friden  is  85%  of  the  way  to  its 
second  goal  of  a  100%  electronic  meter  pool.  As  a  practical  matter,  we  intend  to  ulti- 
mately reach  that  goal  but  are  perfectly  willing  to  cooperate  with  the  Post  Office 
on  when  and  how  that  will  be  completed. 

We're  also  pleased  that  we  continue  to  be  able  to  say  that  there  is  no  evidence 
and  no  reported  incidence  of  a  mechanical  or  an  electronic  Friden  meter  ever  having 
being  defrauded. 

All  of  this  is  not  without  added  costs  as  electronic  meters  do  fail  at  a  higher  rate 
than  mechanical  meters.  This  is  due  to  the  additional  intelligence  that  is  built  into 
the  circuitry.  If  an  electronic  meter  believes  it  is  being  tampered  with,  or  if  any  of 
its  fault  detection  circuits  activate,  it  takes  itself  out  of  service  by  shutting  down. 

This,  in  a  sense,  represents  a  penalty  for  the  manufacturers  because  when  a 
meter  shuts  itself  down  the  manufacturer  must:  Take  a  new  meter  to  the  user;  take 
the  new  meter  and  the  down  meter  to  the  Post  Office;  exchange  the  remaining  post- 
age from  the  down  meter  into  the  new  meter;  install  the  new  meter  at  the  cus- 
tomer's office;  and  return  the  down  meter  to  its  secure  repair  facility  where  it  is 
cleared  and  put  back  into  service. 

This  is  a  costly  process. 

The  other  commonly  accepted  method  of  securing  a  postage  transaction  is  to  refill 
meters  with  postage  without  taking  them  to  the  local  Post  Office  .  .  .  commonly  re- 
ferred to  as  "remote  resetting."  This  method  reduces  counter  activity  at  local  Post 
Offices  which  enables  the  Service  to  offer  its  customers  better  service  and  under  a 
more  controlled  environment. 

In  keeping  with  its  goals  of  bringing  the  best  products  and  services  to  the  market 
Neopost  has  not  only  developed  one  remote  resetting  program  but  three.  We  are  cur- 
rently working  with  members  of  the  Post  Office  on  methods  of  how  best  to  employ 
these  programs. 

It  is  Friden's  intention  to  continue  to  cooperate  in  every  way  we  can. 

Miss  Collins.  Well,  let  me  ask  the  three  smaller  companies, 
when  the  Post  Office  mandates  that  you  take  out  of  operation  the 
older,  more  susceptible  meters,  will  that  incur  a  great  cost  to  you, 
to  go  to  the  newer  meters  in  1995? 

Mr.  Mahlstedt.  We  would  incur  a  cost,  yes.  It  depends  on  how 
far  along  you  are  in  your  drive  to  having  all  electronic  meters. 

Miss  Collins.  Mr.  Gelfer. 

Mr.  Gelfer.  Of  course  there  will  be  a  cost 

Miss  Collins.  I  know.  But  I  mean,  will  it  be  burdensome  on  you? 

Mr.  Gelfer.  The  meters  that  are  being  referred  to  specifically  by 
the  Postal  Service  do  not  include  anything  that  is  in  our  current 
product  line. 

Miss  Collins.  Oh,  the  ones  that  they  are  phasing  out,  you  don't 
have  them  anyway? 

Mr.  Gelfer.  That  is  correct. 
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Mr.  ALLOCCA.  Yes.  If  we  do  have  to  remove  them,  we  would  incur 
a  cost  that  could  be  burdensome. 

Miss  Collins.  All  right.  How  large  is  your  company? 

Mr.  ALLOCCA.  We  have  about  200  people  in  the  United  States 
and  about  an  equal  number  of  dealers. 

Miss  Collins.  After  Pitney  Bowes,  then  Friden,  then  Postalia, 
and  then  Ascom  in  size? 

Mr.  ALLOCCA.  Looking  at  the  size  of  the  meter  base,  Pitney  is 
first,  and  then  I  believe  you  are  second,  and  Friden  is  third? 

We  are  about  equal.  I  will  give  you  that,  OK? 

Miss  Collins.  What  have  I  opened  up  here? 

Mr.  ALLOCCA.  We  are  very  close. 

Miss  Collins.  How  about  you,  Mr.  Riggs?  Will  it  be  burdensome 
for  Pitney  Bowes  to  remove  the  old  meters  that  were  not  as  secure 
as  the  new  ones  in  1995? 

Mr.  RlGGS.  The  meters  that  we  are  talking  about  are  the  so- 
called  R-Line  meter.  Beginning  in  1980,  we  began  a  very  aggres- 
sive program,  at  our  own  initiative,  of  reducing  the  population  of 
those  meters.  In  1980,  there  was  a  population  of  a  little  over 
100,000  of  those  meters  in  the  marketplace. 

Miss  Collins.  Why  did  you  move  to  do  that? 

Mr.  RlGGS.  For  the  simple  reason  that  there  was  newer  tech- 
nology, to  bring  the  newer  technology  in.  And  by  this  year,  we  are 
down  to  less  than  10,000  meters. 

I  have  to  tell  you  that  the  10,000  that  remain,  those  customers 
love  those  meters,  and  that  is  the  only  reason  that  they  still  have 
those  meters. 

But  I  will  also  tell  you  that  in  the  summer  of  1991,  at  a  meeting 
that  our  chairman  had  with  the  then-Postmaster  General  Anthony 
Frank,  our  chairman  told  the  post  office,  look,  we  have  engaged  in 
this  action  of  reducing  that  population  through  every  means  that 
we  have  available  to  us. 

If  those  meters  pose  any  concern  to  you,  let's  immediately  decer- 
tify that  meter.  Let's  take  that  meter  off  the  marketplace.  And 
when  the  tampering  was  discovered  in  January  that  the  post  office 
has  spoken  about 

Miss  Collins.  Were  those  R-Line? 

Mr.  RlGGS.  Yes.  We,  again,  made  that  offer  in  August;  and  that 
offer  was  taken  up  and  the  letter  of  decertification  has  been  re- 
ceived by  us,  and  we  have  now  communicated  to  all  of  those  meter 
users  that  this  meter  has  been  decertified  by  the  post  office;  it  will 
no  longer  be  loaded  with  postage  as  of  October  1994.  And  certainly 
no  mail  will  be  permitted  to  come  from  that  meter  as  of  the  first 
of  the  year,  1995.  And  that  we  will  immediately  pick  up  all  of  those 
meters. 
Miss  Collins.  Will  that  incur  a  great  cost  to  you? 
Mr.  RlGGS.  Sure,  it  will  incur  a  cost. 
Miss  Collins.  But  not  burdensome? 

Mr.  RlGGS.  Well,  burdensome  is  relative,  because  we  are  a  rel- 
atively large  company.  But  this  is  an  issue  that,  as  I  indicated  ear- 
lier, goes  to  the  integrity  of  the  system. 
Miss  Collins.  That  is  true. 
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Mr.  RlGGS.  In  our  history,  we  have  taken  meters  off  the  market 
if  there  was  a  belief  that  they  posed  a  security  risk.  I  mean  it  is 
not  done  often,  but  we  have  done  it. 

Miss  Collins.  Well,  let  me  ask  one  more  question.  I  am  con- 
cerned about  the  lost  and  stolen  meters,  and  I  wonder  when  your 
salespeople  or  your  subsidiaries  lease  these  meters,  do  they  have 
a  contract?  Do  you  lease  them  to  anybody  who  asks  for  them?  Or 
is  there  any — why  would  a  company  not  know  that  they  don't  own 
that  meter? 

Mr.  Mahlstedt.  There  are  a  couple  of  reasons. 

Miss  COLLINS.  Do  they  pay  you  a  monthly  rent? 

Mr.  Mahlstedt.  They  pay  an  annual  rent.  They  pay  it  annually. 
And  if  they  go  out  of  business  in  the  middle  of  the  year,  that  could 
create  a  blank  spot,  as  it  were.  I  don't  say  that  is  the  only  reason. 

Miss  Collins.  Do  they  give  you  a  deposit?  Or  are  they  bonded? 
Is  the  machine  bonded? 

Mr.  Gelfer.  No.  Typically,  the  customer  will  not  only  sign  a 
rental  agreement  with  one  of  the  four  manufacturers,  they  also 
complete  a  license  agreement  with  the  local  post  office.  All  right? 

And  I  guess  Neil's  point,  there  may  be  a  case  where  my  company 
goes  out  of  business  and  the  person  that  is  left,  that  is  disposing 
of  the  assets  has  no  idea  that  the  meter  was  a  Pitney  Bowes  meter 
or 

Miss  Collins.  Because  it  is  not  the  owner  of  the  company? 

Mr.  Mahlstedt.  They  own  a  lot  of  equipment;  they  might  think 
they  own  the  meter  as  well.  It  is  not — everybody  in  the  company 
doesn't  have  the  same  idea,  that  this  is  simply  a  rented  meter. 

Miss  Collins.  Do  they  pay  a  deposit? 

Mr.  Mahlstedt.  Well,  they  pay  just  a  annual  fee. 

Mr.  Gelfer.  I  think  that  is  one  of  the  reasons  the  Postal  Service 
is  initiating  a  new  program  that  would  basically  require  all  new  la- 
bels to  be  put  on  all  of  the  1.4  million  meters  next  year. 

Miss  Collins.  But  you  might  want  to  think  about  a  deposit. 
Even  someone  going  out  of  business  would  want  their  $500  back 
or  whatever.  And  I  realize  that  you  have  to  treat  doctors  and  law- 
yer's offices  differently  than  you  would  a  motor  company,  say. 

But  it  seems  to  me  that  we  can  give  some  more  security  on  the 
part  of  the  lease  source  on  that.  Would  you  consider  that? 

Mr.  RlGGS.  Absolutely.  I  think  the  Chair  has  made  an  excellent 
point,  that  there  has — as  Neil  has  said,  there  is  a  license  that  they 
must  get  from  the  post  office,  and  there  is  a  relatively  elaborate 
system  in  terms  of  recordkeeping. 

But  there  is  much  more  that  could  be  done  in  terms  of  making 
sure  that  there  is  a  deposit  and/or  a  better  means  of  tracking  a 
user. 

Miss  Collins.  Yes.  Because  if  they  go  out  of  business  or  if  they 
go  bankrupt  or  if  the  primary  owner  dies,  you  know,  there  is  no 
incentive  for  anyone  else  to  turn  this  machine  back  in. 

Mr.  RlGGS.  Absolutely.  I  think  from  our  experience  in  terms  of 
lost  or  stolen,  roughly  70  percent 

Miss  Collins.  I  am  sorry. 

Mr.  RlGGS.  Of  our  experience  in  lost  and  stolen,  roughly  70  per- 
cent are  caused  by  the  meter  user  simply  disappearing,  if  you  will. 
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I  mean  going  out  of  business,  changing  address,  not  notifying  us, 
not  notifying  the  post  office. 

And  I  think  that  you  are  absolutely  right,  that  there  has  to  be 
some  better  control  in  terms  of  having  some  incentive  that  meter 
users  to  inform  the  post  office  and  the  meter  manufacturer  as  to 
where  the  location  of  the  meter  is. 

Miss  COLLINS.  Without  making  it  burdensome  on  small  compa- 
nies— who  is  here  from  the  Postal  Service?  Maybe  you  could — Ms. 
Elcano,  that  is  right.  Perhaps  you  could  explore  even  some  way 
that  they  post  a  bond  or  something  when  they  are  licensed. 

Do  you  understand  what  I  am  getting  at? 

Mr.  Mahlstedt.  That  action  would  almost  have  to  come  through 
the  post  office,  because  I  would  have  to  believe  that  every  one  of 
us  would  be  the  last  one  to  ask  for  a  security  deposit.  It  is  a  busi- 
ness issue. 

Miss  Collins.  Well,  it  is  your  machine,  though. 

Mr.  Mahlstedt.  I  understand  that. 

Miss  Collins.  It  is  your  real  property  that  is  disappearing. 

Mr.  Mahlstedt.  If  a  single — if  you  unify — we  need  a  unifier  in 
the  area.  And  if  the  Post  Office  provides  that,  it  is  no  problem. 

Miss  Collins.  Right.  That  is  right.  I  made  that  recommendation 
to  her. 

Well,  I  thank  you  gentlemen  very  much  for  coming.  You  have 
come  a  very  long  way.  I  really  appreciate  it.  It  is  really  not  our  job 
to  find  solutions  but  to  try  to  encourage  you  to  find  solutions.  And, 
of  course,  we  have  to  do  the  oversight  for  the  citizens  of  America. 
I  hope  we  won't  have  to  have  another  hearing.  But,  of  course,  if 
this  escalates,  then  next  year  perhaps  we  will  all  have  to  come 
back  together  and  put  our  minds  together  again. 

Mr.  Don  Young's,  opening  statement  will  be  entered  for  the 
record  without  objection. 

[The  prepared  statement  of  Hon.  Don  Young  follows:] 

Prepared  Statement  of  Hon.  Don  Young,  a  Representative  in  Congress  From 
the  State  of  Alaska 

I  would  like  to  commend  the  Chairwoman,  Ms.  Collins,  on  scheduling  this  hearing 
to  address  the  issue  of  postal  meter  fraud.  I  look  forward  to  hearing  the  witnesses 
testimony  today. 

I  believe  at  no  time  since  I've  been  in  Congress  has  the  Postal  Service  faced  as 
many  challenges  as  it  does  today,  with  it's  relationship  with  Capitol  Hill,  restructur- 
ing of  the  postal  system,  revenue  forgone,  President's  health  care  package,  and  now 
meter  fraud.  I  have  always  been  a  strong  supporter  of  the  Postal  Service  and  its 
employees.  Their  commitment  to  provide  mail  service  throughout  the  United  States 
and  the  world  has  never  been  placed  in  doubt.  I  would  like  to  commend  Mr.  Runyon 
and  his  staff  for  keeping  me  and  my  staff  informed  of  issues  of  mutual  concern.  The 
briefing  your  staff  provided  by  Mr.  Harris  and  Mr.  Hunter,  yesterday  was  inform- 
ative, yet  very  distressing. 

During  the  last  sixteen  months,  the  Postal  Service  has  taken  dramatic  steps  to 
increase  its  efficiency  and  move  into  the  21st  century.  The  restructuring  plan  was 
a  bold  move  that  apparently  has  been  a  success  and  I  thank  the  U.S.  Postal  Service 
and  it's  employees  on  a  job  well  done.  It  is  safe  to  say  that  Mr.  Runyon  has  been 
the  most  active  Postmaster  General  in  modern  time.  You  have  tackled  every  issue 
head  on,  from  employee  relations,  the  goal  of  becoming  the  most  effective  and  pro- 
ductive service  in  the  Federal  Government,  your  new  corporate  ID,  and  now  the 
issue  of  postage  fraud. 

The  subject  of  postal  meter  fraud  is  not  a  new  problem  to  the  U.S.  Postal  Service, 
but  your  approach  is  very  refreshing.  I  was  pleased  to  see  the  U.S.  Postal  Service 
openness  and  candor  in  recognizing  and  addressing  the  issue.  It  is  mind-boggling 
to  comprehend  the  Postal  Service  is  losing  over  $100  million  per  year  to  this  type 
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of  fraud.  The  revenue  loss  must  have  a  dramatic  effect  on  the  Postal  Service  and 
the  customer. 

It  would  appear  by  the  testimony  submitted  that  Pitney  Bowes,  Postaha,  Ascom 
Hasler  Mailing  Systems,  and  the  U.S.  Postal  Service  they  are  trying  to  combat  post- 
age fraud  together.  There  must  be  a  teamwork  approach  to  this  problem.  If  there 
is  a  need  for  legislation  to  help  control  the  fraud,  please  let  us  know.  It  is  easy  to 
place  the  blame  on  each  other,  and  it  is  good  to  see  your  companies  working  with 
the  U.S.  Postal  Service  in  fighting  this  problem. 

In  conclusion,  I  would  like  to  thank  Marvin  Runyon,  Doug  Riggs,  and  all  the  wit- 
nesses for  their  time  and  testimony  today.  I  look  forward  to  developing  a  strong 
working  relationship  with  you.  I  would  encourage  Mr.  Runyon  and  the  witnesses  to 
continue  to  keep  the  members  of  this  committee  and  the  individual  members  of  Con- 
gress informed  of  the  many  issues  and  how  we  can  work  together  to  improve  the 
U.S.  Postal  Service  and  address  postal  fraud. 

Thank  You,  Ms.  Collins. 

Miss  Collins.  Do  any  of  you  have  any  comments  or  questions 
you  want  to  ask  me? 

I  am  very  pleased  with  the  testimony  that  I  have  heard  here 
today,  and  I  hope  that  you  will  continue  to  cooperate  with  the  Post 
Office. 

I  feel  confident,  Mr.  Hunter,  that  we  can  stem  this  tide.  As  I 
said,  it  is  simply  intuition,  but  I  feel  that  fraud  is  probably  much 
higher  than  $100  million,  because  if  we  know  about  $100  million, 
you  know  there  is  a  lot  that  we  don't  know  about.  And  I  think  we 
have  started  on  the  right  track. 

I  agree  with  you,  we  need  much  more  publicity  about  the  fraud, 
and  I  am  very  pleased  that  Postmaster  General  Runyon  went  pub- 
lic with  this.  He  wouldn't  have  hidden  it  anyway,  because  GAO 
publishes  everything. 

But  I  am  glad  that  we  went  public  with  it.  And  I  think  that,  with 
the  reward  system,  that  we  will  catch  more  of  these  crooks.  With 
your  cooperation  in  upgrading  the  machines,  that  will  help  to  make 
it  happen. 

So  thank  you  very  much. 

This  committee  is  adjourned. 

[Whereupon,  at  12:30  p.m.,  the  subcommittee  was  adjourned.] 
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